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Abstract

The recent COVID pandemic has demonstrated how disruptions to supply chains can
negatively impact the world economy. The interconnectedness of global supply chains means
that the effects of these disruptions can propagate far beyond their origination point. In this
paper, we propose a simulation methodology, dubbed Hybrid Integrated Supply-Chain Simulation
(HISS), to identify and mitigate potential disruptions in supply chains. We illustrate the HISS
methodology through a generic pharmaceutical supply chain, created using MASON’s novel
hybrid modeling capabilities of the ECJ stochastic optimization toolkit. The model captures the
sourcing, outsourcing, production, packaging, and distribution processes of a pharmaceutical
company. We provide a detailed classification of disruptions to this supply chain from malicious
actors and overlay them onto the supply chain map. The simulation model is used to study the
timing, impact, and scope of these disruptions. The simulation is further extended to modeling
pre- and post-disruption mitigation strategies and assessing their efficacy. Extensive optimization

allowed us to identify worst-case disruptions and develop optimized strategies to mitigate their
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impact. The modeling approach proposed in this paper provides a basis for planning tools that

support resilience and preparedness of supply chains.
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putation

1 Introduction

The term supply chain refers to “an integrated manufacturing process wherein raw materials are converted
into final products, then delivered to customers” [8]. Due to the globalization of manufacturing operations,
most products today are produced through complex supply chain operations distributed worldwide. Judicious
sourcing strategies render product development more efficient and cost-effective.

The recent COVID-19 pandemic has brought supply chains and their vulnerability to disruptions front and
center. Such disruptions not only led to global shortages of critical goods, such as semiconductors, personal
protective equipment, and medical supplies, but also impacted the roll-out of vaccines [16, 47]. Disruption of
supply chains due to disasters, such as pandemics, has long been a societal concern [34]. Such disruptions
may result not only from natural disasters, but also from other sources. For example, criminal organizations
disrupt and manipulate licit supply chains for financial gain, political objectives, etc. [35, 52, 59, 51]. The
impact of such criminal activities during a disaster is even more pronounced as criminal organizations take
advantage of a chaotic and uncertain environment [44, 25]. Thus there is a strong need for modeling and
simulating not only supply chain operations but also malicious actors who may act to disrupt them.

This paper proposes a hybrid simulation methodology, dubbed Hybrid Integrated Supply-Chain Simulation
(HISS), to investigate supply chains and their vulnerabilities with the goal of making them strategically
and operationally more resilient. The HISS methodology offers a framework for modeling and simulating
attacks on real-world supply chains. HISS utilizes the mature modeling platform MASON, an open-source
agent-based modeling toolkit with a rich set of visualization and statistical tools, widely used for simulation
in many areas [38]. MASON admits both discrete-event simulation (DES) and agent-based simulation (ABS)
models in an open-source Java environment [21]. With newly designed DES capabilities, many business
processes can be modeled within MASON, while the ABS capabilities facilitate the representation of external
factors, including (for example) the dynamics of malicious actors and supply chain maintainers. Researchers
can download the packages and develop their own supply chain models to study disruptions.

To showcase the efficacy of the HISS methodology, we modeled and studied the effects of disruptions to a
pharmaceutical supply chain due to a disaster (e.g., the COVID-19 pandemic) or through malicious efforts of

a criminal organization (e.g., drug adulteration). We chose the pharmaceutical supply chain domain because



it has been affected by the COVID-19 pandemic, leading to a shortage of critical pharmaceuticals [12, 47, 16].
Our study further identified robust mitigation strategies to address potential future disruptions.

The contribution of this research to the modeling and simulation community is the HISS methodology and
simulation tool, which facilitate supply chain design that is resilient to disruptive events such as pandemics or
criminal attacks. It integrates supply chain disruptions and mitigations into the supply chain model, allowing
users to study a vast number of potential disruptions before they occur. We also combine ECJ [49] with
MASON to simultaneously search for both potent supply chain disruptions and the most effective mitigations
thereof. ECJ is a popular open-source stochastic optimization toolkit written in Java with which MASON
dovetails well.

Technically, the HISS methodology and simulation tool combine agent-based, DES, and stochastic
optimization to model pharmaceutical supply chain production and distribution processes with and without
disruptions. Included is an anomaly detection algorithm operating on the simulated data for providing
warnings of disruptions, looming or in progress. Our methodology is applicable to modeling a variety of
industries or organizations that depend on supply chains. The capabilities of the proposed HISS methodology
help provide guidance to supply chain managers in preparing for potential disruptions and in devising
corresponding mitigation strategies. Furthermore, the simulation software can be used as a “what-if” tool to
assess the impact of disruptions and the efficacy of mitigation strategies, including in table-top exercises.
Finally, given that the scenarios presented in this paper are projected ones, the validation of the model was
supported by multiple subject domain experts.

The rest of this paper is organized as follows. We first present related work (Section 2), which provides
the background for modeling supply chains, disruptions, mitigations, and criminal actors. This is followed
by a description of the HISS methodology and a generic pharmaceutical supply chain model, developed,
and vetted through guidance from pharmaceutical industry subject matter experts (Section 3). Section 4
describes a set of experiments that explore system-wide impacts of various types of disruptions and the
efficacy of various mitigation strategies. Finally, Section 5 discusses conclusions based on our work, along

with directions for future work.

2 Related Work

2.1 Modeling and Simulation of Supply Chains

Modeling and simulation have long been integral to the study of supply chains, enabling researchers to
analyze complex dynamics and optimize decision-making. Various techniques have been proposed to model

supply chains, such as System Dynamics (SD) [23], Graph Networks [9], DES [40, 33, 56], and ABS [60].



The choice of technique is dictated by the purpose of the model and the technique’s applicability to the
system under study. In situations calling for high-fidelity representation of a system under study as well
as associated disruption scenarios and mitigation strategies, hybrid modeling (i.e., using a combination of
multiple modeling techniques) is preferred as it can better capture real-life business processes [5]. Simulation
modeling offers an effective way of high-fidelity digital modeling and analysis of complex systems, supply
chains included. In particular, simulation models provide dynamic computational representations of supply

chains, allowing one to study evolving scenarios, such as disruptions, in an in vitro environment.

2.2  Supply Chain Disruption and Mitigation

The complex nature of supply chains makes them vulnerable to disruptions [34]. If not thoroughly understood
and managed, supply chain disruptions can lead to significant losses, shortages, panic, and price spikes, among
other deleterious outcomes [19]. Since disruptions are common in most supply chains, we aim to develop
mitigation strategies to build resilience into them and their operations.

Researchers have studied various strategies of mitigating the negative impacts of disruptions, such
as the supply shortages during the COVID-19 pandemic and due to supply-chain attacks by criminal or
terrorist actors (e.g., [34, 39, 16, 59]). These strategies include (a) maintaining appropriate levels of safety
stocks [2, 27, 28]; (b) improving the visibility of the supply chain; (c¢) adding real-time sensors at critical
points in the supply chain to monitor its status [36]; and (d) diversifying the supplier base [62, 30, 3]. There
is also a growing body of research on disruption modeling due to natural and man-made disasters, and their

effects on supply chains [54, 14, 42, 32].

2.3 Modeling Criminal Actors Engaged in Supply Chain Disruptions

Most simulation models in the literature focus on supply chain representation, management, and optimization
[68, 24, 45]. A handful of simulation research papers model disruptions due to natural causes or accidents
[1, 8]. However, there is a growing interest in studying disruptions to supply chains caused by external
agents, such as criminal actors [7]. Such disruptions may include material adulteration, physical attacks,
theft of ingredients, and cyber-attacks on the supply chain’s logistics-support software (e.g., [35, 52, 59, 51]).
An earlier defense-focused study [46] lists potential attack points and patterns, and based on an extensive
literature review, [48] presents a comprehensive list of measures that can be taken to protect supply chains
from intentional attacks. In the same vein, [20] lists micro, meso, and macro drivers of malicious risks
associated with supply chains while [29] focuses on the security of digital supply chains.

To date there is limited published simulation research that models the behavior of malicious actors

and their impacts on supply chain production and distribution operations. An early example is [65], which



focuses on intentional attacks and their simulation using a game-theoretic approach. However, this study
has no explicit supply chain or actor representation. In a more realistic setting, [61] investigates various
supply chains disruptions including intentional ones, based on simulation of various network (graph) scenarios.
Another example is [66], which focuses on automotive supply chain networks with random and intentional
attacks. Similar to [61], [66] also provides a simple network model with no actor representation. The
extant literature does not consider malicious actors causing disruptions to supply chains and corresponding
simulation models. However, the construction of integrated supply-chain simulation models incorporating
criminal actors and disruptions, as well as devising mitigation strategies and measuring their efficacy, are
complex tasks. This complexity calls for hybrid modeling techniques, addressed by the HISS methodology of
this paper. Accordingly, the current paper bridges this gap in the simulation literature by presenting the
HISS methodology. This methodology is applicable to a broad range of supply chain disruptions caused by

malicious actors.

3 Methodology

Figure 1 depicts a high-level conceptual representation of the HISS methodology, consisting of three main
components: (1) MASON’s Discrete Event Simulation Extension [22] is used to represent supply chain
models; (2) a malicious agent component models disruptive attacks on the supply chain, subject to specified
budgetary constraints; (3) a supply-chain manager-agent component devises mitigation strategies to counter
the impacts of disruptions. Both the supply chain manager and malicious agent are encapsulated in the
ECJ stochastic optimization library [49]. Results from extensive runs of the simulation model are captured
for further processing to assess risk and develop early warning systems and mitigation strategies. We next

describe the components of the HISS methodology in some detail.

3.1 The MASON Toolkit

MASON [38] is a widely used open-source agent-based modeling toolkit with over 20 years of mature codebase.
With its Java-based model implementation, MASON models are designed for speed, flexibility, and ease of
integration with other tools. These advantages make MASON an ideal toolkit for complex system modeling
and multi-agent simulations, allowing researchers to study complex interactions in dynamic environments.
For computationally intensive models, Distributed MASON [18], extends MASON’s capabilities by enabling
parallel execution across multiple processors in cloud or high-performance computing environments.

One of MASON’s distinguishing design features is its separation of the model from its visualization.
In MASON, a model is encapsulated within a singleton SimState object, which operates independently

of visualization or inspection processes. To enable visualization and interactive manipulation, a separate
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Figure 1: A conceptual representation of the HISS methodology.

GUIState is created, which references SimState objects and renders their visual representations. This
architecture allows MASON models to function headless (without visualization) faster and to dynamically
incorporate different visualization layers as needed. Additionally, it enables models to be checkpointed and
transferred to different computing environments to resume the model runs. Due to their self-contained nature,
MASON models can execute in parallel within separate threads or within the same thread of a process. This
integrates modeling and simulation tasks, such as sensitivity analysis or replications, seamlessly with many
instances running at the same time.

MASON models are built upon two fundamental components: fields and time representation. MASON
models utilize fields (one or more spatial representations) which define the simulation environment’s spatial
structure. While the modeler can create custom fields, MASON provides a rich selection of built-in ones,

including various grid types, network and graph-based fields, continuous spaces (bounded, unbounded, or



toroidal) in two or three dimensions, and GIS-based environments via the GeoMASON extension [55]. Time
representation in MASON models is implemented using a heap-based schedule which allows individual agents
to be programmed to activate at predefined future time points to execute specific actions. These agents
can dynamically reschedule themselves as needed, enabling flexible and adaptive simulations. Additionally,
MASON allows various agent activation regimes to be enabled to govern the order of agents which are

scheduled to be executed at the same time.

3.2 The MASON DES Extension

The HISS methodology gives rise to a hybrid model involving both DES and ABS capabilities. DES is a
broadly accepted paradigm for modeling of supply chain operations [56, 40]. More specifically, a DES model
captures the supply chain’s layout as a network, where nodes represent facilities (e.g., production and storage),
and edges represent flow pathways of entities, such as raw and intermediate materials, end products, as well
as information (e.g., product orders). Entity delays at nodes (e.g., waiting times, production times) and at
edges (e.g., transportation times) are typically governed by probabilistic distributions, which the end-user
can parameterize. ABS is a modeling paradigm for representing individual actors as agents. It facilitates the
dynamic representation of complex interactions involving system actors and other entities across locations
and over time.

Complex systems can be modeled using MASON’s DES extension [22], which enables hybrid modeling.
This extension introduces a graph-based structure where processes interact through resource exchanges in
the form of sources, sinks, and filters. Processes function as agents and are scheduled on MASON’s agent
schedule. This approach optimizes computational efficiency by processing events only when states change.
The hybrid system supports macros, which encapsulate complex subgraphs of processes into manageable
units. Accordingly, the modeler can integrate macros into higher-level models. This feature is useful for
modeling large-scale systems where multiple interconnected components interact dynamically. For instance,
in an M/M/1 queue implementation, a simple queuing system is structured using DES components such as
sources, locks, delays, and unlocks, where entities flow through the system is driven by stochastic arrival and
service time distributions.

This hybrid modeling framework allows researchers to analyze supply chains (among many other systems)
and many related operations, including intentional attacks on them. Compared to the widely used commercial
hybrid modeling environment AnyLogic [17], MASON offers greater customization despite lacking a visual
interface. The extension provides an open-source alternative for researchers developing DES and hybrid

ABM-DES models, ensuring flexibility and efficiency in creating and running complex simulations.



3.3 The Supply Chain Model

Modern supply chains are highly complex and that complexity can have an adverse impact on performance [50,
41]. Complexity can be due to the number of parts in production phases, in the number and variety of
suppliers across tiers, the variety of customers and the interactions of all actors. In the literature, the number
of system components is referred to as structural complexity, and the interaction of these components is
referred to as operational complexity [15, 64]. Both complexities, individually and collectively, contribute to
uncertainties in the system, making it more difficult to mitigate disruptions. Understanding the system’s
components and their interactions, is a critical first step in identifying vulnerabilities to disruptions and
detecting disruptions in progress.

We next describe a conceptual model of a pharmaceutical supply chain (PSC) consisting of sourcing-
production-distribution operations. It was constructed in consultation with functional and security experts in
the pharmaceutical industry who provided information on the structure of the PSC model as well as data to
parameterize it. The developed PSC model was shared with additional industry and government subject
matter experts from the pharmaceutical industry. These experts vetted the model, its parameters, and the
embedded disruption types, and confirmed its accuracy as a generic representative PSC model for both
solid and injectable drugs. All simulation model’s parameters are provided in Appendix Al. These include
all probability distributions of the model’s stochastic components (e.g., production times, transportation
times, testing times, etc.). This PSC was then coded as a DES model (dubbed PharmaSim) using MASON.
The modeler can modify PSC’s topology and parameters, thereby allowing the model’s extension to other
pharmaceutical supply chains. Source code details are provided in Appendix Al. Figure 2 depicts the layout
of the PSC as a supply chain map.

The PSC model consists of a focal company (FC), which is the pharmaceutical manufacturer of interest,
and its aggregated external components. Here, all icons marked in gray represent the facilities (nodes) of the
FC. The other icons represent entities external to the FC, such as external suppliers, contract manufacturing
organizations (CMOs), distributors, wholesalers, and end-customers. The black arrows represent information
flows between facilities, while the blue and red arrows represent trusted and untrusted material flows,
respectively. Potential disruptions in this supply chain are represented using supply chain exploits prepended
with the X letter. The PSC model captures the drug production and testing sequence from raw material
to active pharmaceutical ingredient (API), and then to drug production from API and excipients (inert
pharmaceutical ingredients), and finally drug packaging. A detailed description of PSC operations is provided

in Appendix A2.
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Figure 2: Visual representation of PSC, which was used to code PharmaSim.

3.4 Representation of Disruptions and Mitigations

HISS utilizes optimization techniques to represent criminal actors’ attacks on the supply chain to identify
worst-case disruptions as well as mitigations from a supply chain agent. HISS identifies a worst-case disruption
by computing an objective function that measures the negative impact of a disruption on a performance
metric. Every disruption is allocated a fixed budget that is commensurate with the disruption’s severity.
The budget captures the fact that criminal agents are constrained by finite resources. The criminal agent’s
optimization problem is to find a maximal-impact disruption (worst-case disruption), subject to the given
budgetary constraint. HISS counters such attacks by encapsulating a supply chain agent, which develops a set
of mitigation strategies to effectively counteract given disruptions. These strategies involve online anomaly
detection, pre-disruption mitigation, and post-disruption mitigation, to be described in the sequel.

When implementing PharmaSim, we made some simplifications. Technically, MASON’s Steppable interface
can be extended to create instances of criminal and supply chain agents that carry out respective tasks.
However, our model’s disruption and mitigation logic is not complex. They are initially prescribed a new set
of parameters, generated after evaluating candidate runs using the optimizer. Therefore, we encapsulated
agent representation within the optimizer which sets disruption and mitigation parameters. While the results

would be identical to an explicit agent representation, this approach makes experimentation more manageable.



Disruption

Class Code Disruption Description

1 A2 Non-Receipt of Ordered Raw Materials
2 A3 Raw Material Adulteration

3 A4 Raw Material Destruction

4 A5 API Production Destruction

5 A6 Halt in API Production

6 AT API Adulteration

7 A8 Non-Receipt of Ordered Excipients

8 A9 Excipient Adulteration

9 A10 Excipient Destruction

10 All Drug Production Destruction

11 Al12 Halt in Drug Production

12 A13 Drug Adulteration

13 Al4 Non-Receipt of Ordered Packaging Materials
14 Al5 Packaging Material Adulteration

15 Al6 Packaging Material Destruction

16 AlT7 Packaged Drug Destruction

17 A18 Drug Packaging Halting

18 A19 Packaging Adulteration

Table 1: List of disruptions used in the study (see Appendix A2 for the mapping of disruption and
exploit codes).

3.4.1 Types of Disruptions

We modeled various types of commonly occurring disruptions to pharmaceutical supply chains (e.g., [35, 59,
52, 51]). A disruption specification includes a disruption class (e.g., disrupted production, transportation,
testing, etc.), a supply chain location (node), and an impacted pharmaceutical product (see Table 1 for the
list of disruptions used in the study).

It should be noted that a disruption can result from either non-criminal or criminal causes. For example,
non-receipt of ordered supplies could be due to disrupted production or transportation, or due to theft of
shipments by criminal agents. Another example is the delayed receipt of shipments which may be due to a
decrease in normal production capacity of facilities damaged by a natural disaster or a physical/cyber-attack
by a criminal agent. It is important to note that criminal actors can take advantage of some disruptions
resulting from natural disasters. For instance, supply shortages due to a disruption may lead distributors to
order from untrusted suppliers, resulting in illicit products entering the supply chain. These different causes
of disruptions underscore the complex nature of supply chains and show the need for studying a variety of

disruptions, including those precipitated by malicious actors as well as those due to other causes.

3.4.2 Online Anomaly Detection (OAD)

Supply chain management faces the challenge of identifying disruptions accurately and expeditiously to take

appropriate mitigation actions [63, 57]. To this end, an online anomaly detection (OAD) algorithm was
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incorporated into the simulation model, which monitors metrics of interest (e.g., daily flow of a product
through a point of the supply chain network). OAD reports an in-progress anomaly event on days when such

a metric significantly deviates from normal (baseline level). The OAD algorithm is as follows:

1. At the beginning of each day, the average normal level of flow is computed as the average flow over the

last 15 days that have not been labeled as “anomalous”.

2. At the end of each day, the day’s total flow is compared to the current average normal level metric, and
if it is less than 80% of that average, the day is labeled as anomalous. The duration and percentage

parameters can be changed to match the end-user’s requirements.

Since anomaly detection is carried out using daily flows, there is a built-in detection delay of up to 24
hours, depending on the anomaly’s start time. In our experiments, we have incorporated disruption-specific
OAD units to monitor selected flows in the supply chain. For example, such OAD units measure daily
inflows to the inventories of all production nodes of the focal company (e.g., raw material flowing to the API
Production node, API and excipients flowing to the Drug Production node, bulk drugs flowing to the Drug
Packaging node), as well as the inflows of packaged drugs to the Distribution Center node. A real-world
implementation of OAD would require a supply chain management system with various sensors, a central

database, and monitoring capabilities.

3.4.3 Post-Disruption Mitigation

Post-disruption mitigation refers to actions taken in response to detected disruptions. Consistent with
industry practice and guidance from pharmaceutical experts, the primary post-disruption mitigation strategy
in the PSC model was the use of safety stocks [2, 27, 28]. In PharmaSim, an inventory consists of regular
inventory (designed to cover average demand) and safety stocks (aiming to protect against stockouts from
demand variability, including those due to disruptions). For example, in Figure 2, the API Production
node has a safety stocks inventory of raw material, while the Drug Production node has two safety stocks
inventories: one of API and the other of excipients. The replenishment policy of all PharmaSim inventories
is Make-To-Stock in order to maintain sufficient safety stocks during disruptions and due to the inflexible
nature of the manufacturing stage in PSCs [26, 53]. This policy is specified by three parameters: the initial
inventory level (which is also the target level), the reorder point, and the replenishment lead time (which
may be random from a user-specified distribution). At the beginning of the simulation, all inventory levels
are initialized; when an inventory level hits or drops below the reorder point, an order is issued to replenish
the safety stock to its target level, and the order arrives after a replenishment lead time. OAD utilizes safety

stocks as a post-disruption mitigation as follows:

11



1. When OAD detects an anomaly in the input flow of a particular ingredient at a production node, the

node is notified to use the appropriate safety stocks.

2. When OAD detects that the anomaly has ended, the production node is notified to switch back to

using the appropriate regular inventory.

3.4.4 Pre-Disruption Mitigation

Pre-disruption mitigation refers to preparedness actions taken in anticipation of future disruptions. Such
preparedness actions are designed to increase the efficacy of expeditious disruption detection and response,
and to ensure that points of vulnerability in the supply chain are provided adequate protection. The key

pre-disruption mitigations are:
1. Right-sizing of regular and safety stocks inventories.

2. Drawing down on all inventory stocks in their order of arrival to keep them fresh and prevent their

expiration.
3. Improving the visibility of the supply chain.

4. Adding real-time sensors at key points that accurately track and report data on the operational status

of the supply chain [36, 4].

5. Diversifying the supplier base to facilitate access to alternate backup suppliers, such as CMOs, option

contracts, etc. [62, 30, 3].

In particular, improving supply chain visibility facilitates the identification of vulnerability points. Such
vulnerability points can be hardened (made more resistant to disruptions) as part of a pre-mitigation effort.

The effect of such hardening on criminal agents is to increase the costs of launching disruptive actions.

3.4.5 The Resilience Triangle

In order to quantify a disruption’s severity, we use a notion of resiliency, which has continually grown in
importance in the field of Supply Chain Management [10, 11, 6]. Accordingly, we leverage the resilience
triangle concept [67], as a measure of resilience in the context of disasters. For a given disruption, the resilience
triangle measures the resulting performance degradation of a system component (a “social unit” in [13]).
Specifically, the height of the resilience triangle represents the severity of the disruption, its base measures
the subsequent recovery time, and its area represents the disruptive impact on the system component. In our
work, the “social unit” concepts maps to a node representing a supply chain facility of the focal company.

The smaller the area of the triangle, the higher the resilience of that node.

12
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Figure 3: Time series of daily production flow through the API Production node (resilience triangles
are shown in red and the number of units on the vertical axis is in millions).

The OAD algorithm constructs the resilience triangle by estimating the start and end time of the
disruption in the time series of a metric of interest. For example, Figure 3 depicts a time series of the daily
production flow through the API Production node, where two disruptions occur sequentially, the timings of
which are indicated by the vertical orange lines. In Figure 3, each of the two resilience triangles is graphically
shown as an inverted triangle, where the base is on top and the apex at the bottom. Here, bullets represent
discrete measurements of a metric of interest, where the blue dots on the curve correspond to normal behavior
(no disruption in progress) and red dots correspond to anomalous behavior detected by the OAD (possible
disruptions in progress). Note that the initial sequence of anomalous points (from time 0 until approximately
time 70) represents the warm-up period of the simulation, before it reached steady state, and those were

ignored in our experiments.

3.5 Optimization with the Covariance Matrix Adaptation Evolutionary

Strategy (CMA-ES)

To identify worst-case disruptions, OAD uses stochastic optimization techniques (sometimes called meta-
heuristics [37]). Stochastic optimization is a general family of techniques which apply random perturbations
to search for solutions in a decision space, and these are very common in scenarios where little is known about
the nature of the space itself, and particularly where there is no way to obtain the gradient or higher-order
derivatives of the objective function to be optimized.

One of the most common forms of stochastic optimization is the subfamily known as evolutionary
computation. These are probabilistic resampling methods, inspired loosely by natural selection, of which
perhaps the most famous historic example is the Genetic Algorithm [37]. This family is popular because it is

readily parallelizable to massively distributed computer systems, and because it is highly general and so can
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be applied to large and complex problems.

An evolutionary computational algorithm starts with a sample, referred to as a population, of randomly-
generated or seeded candidate solutions, referred to as individuals. The quality (or fitness) of each candidate
solution is assessed (in our case, the values of performance metrics). Then the population is resampled
randomly so as to favor new and fitter solutions.

Among various evolutionary computation methods, the Covariance Matriz Adaptation Evolutionary Strat-
egy (or CMA-ES) was chosen by virtue of its status as a well-established and high-performance technique [31].
CMA-ES searches for an optimal solution of a multidimensional, real-valued metric, over an unconstrained
decision space. CMA-ES is probably the best-known example of an estimation of distribution algorithm (or
EDA). An EDA resamples its population by fitting a distribution model over the population, weighted by
fitness, and followed by random resampling under that model.

Evolutionary algorithms can be used in a variety of modes. For our purposes, we use an evolutionary
mode and a two-population competitive coevolutionary mode. The evolutionary mode is the algorithm as
has been described: a sample (or population) of candidate solutions is iteratively assessed and resampled.
In two-population competitive coevolution there are two samples (two populations), each being iteratively
assessed and independently resampled. However, individuals in each population are assessed by pitting them
against individuals in the other population. For example, in order to develop an optimal sorting network, we
might pit a population of candidate sorting networks against a population of sorting problems. The fitness of
a candidate sorting network would be based on how well it sorts problems in the other population; but the
fitness of a sorting problem would be based on how poorly the sorting networks performed. Thus, as one
population is developing better sorting networks, the other population is developing harder sorting network

problem to challenge them.

3.5.1 Application

Our evolutionary optimization approach starts with a set of randomly-generated disruptions, and measures
their impacts, following which the optimization algorithm produces a new generation of higher-impact
disruptions. This process is repeated until a stopping rule is encountered. To this end, the following

evolutionary algorithm was used, where Ny is the candidate population at iteration k:

1. Create an initial set of Ny of randomly-generated candidate disruptions.

2. Repeat k times:

(a) Test each candidate disruption in Ny and assign it a fitness value.
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(b) Apply CMA-ES to resample the set of candidate disruptions in Ny, weighted by fitness, to produce

a new sample Njy1.

A disruption candidate is assessed by injecting it into supply chain simulation runs and measuring the
arithmetic mean disruption value according to the performance metric of choice.
In the coevolutionary approach, we create a population of candidate disruptions and a second population

of candidate mitigations.

1. Create an initial set of Ny of randomly-generated candidate disruptions.
2. Create an initial set of My of randomly-generated candidate mitigations.

3. Repeat k times:

(a) Test each candidate disruption in Ny against sample mitigations in M} and assign it a fitness

value.

(b) Test each candidate disruption in M}, against sample disruptions in Ny and assign it a fitness

value.

(c) Apply CMA-ES to resample the set of candidate disruptions in Ny, weighted by fitness, to produce

a new sample Niq.

(d) Apply CMA-ES to resample the set of candidate mitigations in M}, weighted by fitness, to

produce a new sample My 1.

The fitness of a disruption was based on the best performance it had against any mitigation in its test.
This was to encourage disruptions to look for outliers that no mitigations had yet covered. On the other hand,
the fitness of a mitigation was based on the mean performance over all disruptions in its test, to encourage

mitigations to become general-purpose over many kinds of disruptions.

3.5.2 Integration with ECJ

HISS was implemented in the ECJ optimization software [49], a popular evolutionary computation and
stochastic optimization library. ECJ, like MASON, is over 20 years old, is very widely used, and is open-source
and written in pure Java. MASON dovetails well with ECJ: indeed that was one of MASON’s original design
goals.

ECJ is comprehensive. It contains a large number of evolutionary computation algorithms, including
CMA-ES, and many ways to represent candidate solutions and to assess them for quality, including multiple
evolutionary and coevolutionary modes. Importantly, ECJ also contains a wide variety of ways to distribute

evolutionary computation algorithms over large numbers of machines. We use ECJ’s CMA-ES algorithm,
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evolution and two-population competitive coevolution modes, and its massively distributed evaluation facility,
and combine them with MASON, which performs the evaluation portion.

To assess the severity of each disruption and the efficacy of attendant mitigations, the following pro-
cedure was used. First, a master ECJ process would create candidate disruption scenarios and (if used in
coevolutionary mode) candidate mitigations as well. Then the master would iteratively farm out disruptions
and (if in coevolution) mitigations to distributed MASON models to assess their performance. After receiving
the results of each assessment, ECJ would apply CMA-ES to resample new populations of disruptions and (if
in coevolution) mitigations, and then repeat the iteration.

Figure 4 provides an overview of the software implementation of HISS, its components, and their
interactions. Specifically, Figure 4 displays the interactions among the ECJ, MASON, and PharmaSim
components of the software. Experimental runs utilized a massively distributed optimization framework to
search for worst-case disruptions using ECJ. Parallel supply chain model instances were run on multiple
MASON processes. ECJ was further used to optimize mitigation strategies. The models ran in a custom

DES environment in MASON, visualized using MASON tools, and executed as follows:

1. Hard-coded parameters are set up.

2. The optimizer chooses certain disruption and mitigation parameters and sets/changes them in the

model.

3. The model is run and the disruption and mitigation parameters drive ”agent” objects to modify the

model at runtime as necessary.
4. After the model run is completed, the results are analyzed and statistics are produced.

5. The results go to the optimizer to update it for the next model run.

3.5.3 The Fitness Function

The optimization of worst-case disruptions makes use of an objective function that measures disruption
impacts on the supply chain. In this research, the objective function is a fitness function that uses the total
amount of finished product delivered to the distribution center over the simulation period. This type of
fitness function is appropriate since disruptions decrease the delivery of finished products. To ensure that
disruption experiments are carried out in supply-chain steady state, the warm-up period was set large enough,
such that the standard deviation of the delivered finished product does not exceed a pre-defined threshold.
The threshold was determined via a discretionary user-defined parameter that reflects the user’s view of an

acceptable ”degree of stationarity” of the simulation run.
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Figure 4: Overview of the software components and their interactions.

4 Experiments and Results

We used PharmaSim as the simulation engine of the PSC model, and applied optimization in multiple
experiment sets.

Recall that the optimization’s goal sought to attain two objectives: (1) Identifying worst-case disruptions,
and their associated vulnerability points; and (2) devising best mitigation strategies. While the results to be
reported were obtained from model simulation runs, and as such are hypothetical, the implications of the
results are relevant to actual supply chain operations in the field. In what follows we report on injecting
single disruptions and multiple disruptions, along with their associated mitigations, into the PharmaSim

simulation models, and demonstrate the efficacy of the OAD.

4.1 Single Disruptions

The set of experiments in this section consisted of individual simulations of the 18 disruption classes of
Table 1. Each disruption simulation consisted of replications whose length was 365 days. Every disruption
was injected 10 days after the warm-up period.

Figure 5 illustrates a disruption scenario, where the transportation of raw material from the Raw Material
Supplier Pool node was halted (see upper left graph in Figure 5) causing cascading downstream impacts of
this disruption (see remaining graphs in Figure 5). Each graph depicts the total number of units of materials
flowing through each node over 365 days. The vertical dashed red lines mark the onset of disruptions.

The highlighted red bullets indicate the points in the corresponding time series, identified by the OAD as
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Figure 5: Time series of flows at PSC nodes resulting from halting raw material transportation from
the Raw Material Supplier Pool node (the number of units on the vertical axis is in millions).

anomalous.

This particular disruption at the Raw Material Supplier Pool node manifests as a drop in the baseline daily
flow through this node. Subsequently, cascading drops in downstream flows manifest at the API Production,
Drug Production, and Drug Packaging nodes, with increasing delays. Prompt detection of such cascading
disruptions calls for deploying reliable sensors throughout the network. In this instance, if sensors were only
deployed at the Drug Packaging node, there would be a 3-day delay in detecting the disruption. This 3-day
delay would represent a loss of around 3.45 x 107 units of packaged drugs.

We next analyze the negative impacts of each of the 18 individual disruption classes listed in Table 1.
Recall that such impacts were measured by the magnitude (area) of the resilience triangle (see Section 3.4.5)
at the Distribution Center node. This node was selected due to its position as the end point of finished
products (packaged drugs) produced by both the focal company and the pool of CMOs.

Figure 6 quantifies the impact of various disruptions, using the resilience triangle area metric, and
illustrates the variability of impacts across disruption classes. Specifically, non-receipt of ordered materials

(disruption classes A2, A8, and A14), and damage to production facilities (disruption classes A6, A12, and
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Figure 6: Magnitude of resilience triangles at the Distribution Center node for each of the 18
disruption classes of Table 1 (the vertical axis is in unit-days).

A17), are seen to inflict the most damage. In contrast, adulteration of materials (disruption classes A3, A7,
A9, and A15) has a lesser impact as measured by the magnitude of the corresponding resilience triangles.
Physical inventory damage (disruption classes A4, A5, A10, A11, A16, and A18) also has a much smaller
impact on the supply chain’s operations. By their very nature, the first two types of disruptions (non-receipt
of ordered materials and damage to production facilities) have a broad effect on the downstream components
of the supply chain. However, the next two types of disruptions (adulteration of materials and physical

inventory damage) have a largely local effect, as confirmed by the subject matter experts.

4.2 Mitigation of Single Disruptions

The set of experiments in this section analyzed the efficacy of mitigations that increase safety stocks to
ameliorate the impacts of supply chain disruptions in Section 4.1. In these experiments, OAD was used to
identify where and when a disruption originated, and to trigger tapping of safety stocks as mitigation at the
corresponding node in the supply chain network.

Figure 7 displays the experiments’ typical levels of safety stocks, which were determined by input from
pharmaceutical industry domain experts. The process of determining safety-stock levels for production

materials is based on factors such as lead times, material costs, and the number of suppliers. However, the
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Figure 7: Typical safety-stock levels at key nodes in the PSC model.

experiments to be described later included multiple safety-stock levels, deployment times, and other types of
mitigations, discussed in Section 3.4.4. Delays in the detection and deployment of mitigations may result
from inaccurate information about the state of the supply chain due to missing or inaccurate sensor data.
Thus, the importance of accurate sensors and prompt deployment of safety stocks is evident.

Figure 8 displays the magnitude (area) of the resilience triangle of selected disruptions at the Distribution
Center node for three randomly selected disruptions identified in the experiments discussed in Section 4.1.
Specifically, it displays the magnitude of resilience triangles resulting from 12 experiments with immediate
anomaly detection and 3 classes of disruptions, each subject to 4 scenarios: no safety-stock mitigation
(production is resumed after recovery from the disruption), 10-day delay to deploy safety stocks, 5-day delay
to deploy safety stocks, and no delay to deploy safety stocks. The results support the efficacy of safety
stocks in mitigating the impacts of disruptions to the supply chain. When safety stocks are set at adequate
levels, and deployed immediately after an anomaly is detected, the impact of the three randomly selected
disruptions (A2, A6, and A12) are adequately mitigated. Even with a 10-day detection delay, the impact of
these disruptions is reduced by a factor of about 5. This again illustrates the importance of having reliable

sensor data at all points in the supply chain and sufficient safety-stock levels to mitigate disruptions.

4.3 Multiple CMA-ES Optimized Disruptions

This section describes experiments that optimize disruptions to the supply chain, as outlined in Section 3.4,
but unlike the single-disruption case, the experiments here consider multiple concurrent disruptions to the
supply chain. The goal is to compare the cascading impacts of such multiple disruptions to single-disruption
counterparts, subject to increased budgets available to malicious agents. The choice of disruption types and

their times of occurence are decision variables. The CMA-ES optimizer identifies not only the worst-case
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Figure 9: Optimal fitness values returned by the CMA-ES optimizer subject to a fixed budget
available to malicious agents.

disruptions, but also their timings. Again, the severity of disruption impacts is measured by the fitness
function of Section 3.5.3.

Figure 9 illustrates the improvement in the fitness values, returned by the optimizer. The CMA-ES
optimizer was run for 150 generations under a fixed budget available to the malicious agents. The figure
illustrates the efficacy of the worst-case disruption optimization, manifested as a progressive decrease of the
supply chain’s fitness value. CMA-ES converged to its best resource allocation around generation 110, with
only negligible improvement thereafter.

Table 2 displays the optimal resource allocation of a budget of 200 resource units to the 18 disruption

classes. CMA-ES’s best disruption timing shows that the bulk of the budget’s resources (161 out of the
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Disruption Type  Resources Allocated
A2 161
A3 0
A4
A5
A6
A7 1
A8
A9

A10
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Table 2: Optimized disruption resource allocation of a fixed budget of 200 resource units.
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Figure 10: Supply-chain fitness values as function of the disruption budget.

available 200 resource units) was allocated to disruption class A2, which disrupted the transportation of raw
materials from the Raw Material Supplier Pool node to the Raw Material Testing node of the focal company
in Figure 2. Indeed, note that this allocation gives rise to a major disruption which blocks the operation of
both the focal company’s and CMQO’s production process flows. On the other hand, a disruption elsewhere
has a comparatively minor impact on supply chain flows.

Figure 10 illustrates the supply chain’s fitness values for increasing disruption budgets available to
malicious agents. It shows how increases in the disruption budget decrease the fitness of the supply chain in
the form of supply-chain’s performance degradation.

Finally, Figure 11 illustrates the optimal budget allocation to disruptions at increasing budget levels. The

optimizer identified the Raw Material Supplier Pool node as the attack point yielding the most degradation of
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Figure 11: Optimized budget allocations to disruptions at increasing budget levels.

supply-chain performance across all budget levels. Importantly, identifying the most vulnerable points of the
supply chain facilitates devising corresponding pre-disruption mitigation strategies (see Section 3.4.4). While
some attack points may comport with intuition, we found that SMEs can have differing opinions on the worst

points of vulnerability. In such cases, the simulation tool can provide data-driven guidance on this matter.

4.4 Mitigation of Multiple CMA-ES Optimized Disruptions via Safety Stocks

The set of experiments in this section investigated how safety stocks sizing can be optimized to mitigate the
worst-case disruptions identified in Section 4.3. In this set of experiments, the safety stocks were deployed
without delay after an anomaly has been detected by the OAD.

Figure 12 illustrates the fitness values of optimized safety-stock sizes for increasing safety-stock budgets,
subject to optimized disruptions at various disruption budget levels. The results show the efficacy of
safety stocks in mitigating worst-case disruptions, identified by the CMA-ES optimizer. This figure further
underscores the importance of having reliable sensors and adequate safety stocks at all points in the supply
chain to allow timely deployment of requisite safety stocks.

Figure 13 illustrates the optimal safety-stock sizing at various points in the supply chain for worst-case
disruptions, at various disruption-budget levels, which in turn reflect different optimal disruption schemes for
different budget levels. Again, this figure reaffirms the importance of having adequate safety stocks across
all points in the supply chain as a mitigation strategy. The experiments in this section demonstrate the
usefulness of the CMA-ES optimizer in identifying points of vulnerability in the supply chain as well as

corresponding optimized mitigations.
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Figure 13: Optimal safety-stock sizing at various supply chain points for various disruption-budget
levels.

4.5 Multiple CMA-ES Optimized Disruptions for Given Pre-Disruption Mitiga-

tion Strategies

The set of experiments in this section explored CMA-ES optimization of worst-case disruptions, given that
pre-mitigation strategies (see Section 3.4.4) have been deployed at the Raw Material Supplier Pool node and
API Production node. These nodes were selected because they were identified as points of vulnerability in
Section 4.3. In the first experiment, pre-disruption mitigation strategies make these two facilities twice as
difficult to disrupt by increasing the cost of injecting disruptions at these points. This notion of “increased
difficulty to disrupt a node”, can be referred to as hardening the node, which is accomplished by scaling the
disruption optimizer’s resource budgets by a weight vector prior to invoking the CMA-ES optimizer. As an

illustration, Figure 14 compares the new optimized disruption’s budget allocation (weighted) to its original
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Figure 14: Comparison of weighted and non-weighted optimized disruption resource-budget alloca-
tion, when two nodes are hardened, for a fixed budget of 200 resource units.

counterpart (non-weighted), at a total budget of 200 resource units.

Note that once the pre-disruption mitigation strategies were deployed, the Raw Material Supplier Pool
node and API Production node are no longer the most vulnerable points in the supply chain. Rather,
disruption A12, which targets the Drug Production node in Figure 2, now becomes the most vulnerable point,
and its disruption has the most detrimental impact on performance. This insight was not evident before
pre-disruption mitigation strategies were deployed, thereby supporting the efficacy of this approach.

Figure 15 illustrates the effect on the optimized disruption budget allocation when the Drug Production
node is also hardened in addition to the already hardened Raw Material Supplier Pool and API Production
nodes. Here, the most vulnerable point is now the Excipients Supplier Pool node, subject to Disruption AS.
In this supply chain, the most vulnerable points in prioritized order of hardening are the nodes Raw Material
Supplier Pool, API Production, and Excipients Supplier Pool. Such prioritized hardening guides supply
chain managers in allocating limited pre-disruption mitigation resources, subject to budgetary constraints.
The examples in this section illustrate the value of optimization methods, such as CMA-ES, in prioritizing

vulnerable points to be hardened by pre-mitigation strategies across the supply chain.

4.6 Efficacy of the OAD

This section investigates the efficacy of the OAD, described in Section 3.4.2. Table 3 presents the performance
of the OAD in detecting the occurrence of disruptions in the experiments of the previous sections. The

definition of these statistics is as follows.
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Figure 15: Comparison of weighted and non-weighted optimized disruption resource-budget alloca-
tion, when three nodes are hardened, at a fixed budget of 200 resource units.

Statistic ~ Score
Recall 0.966
Precision 0.748
F1 Score  0.825

Table 3: Summary statistics of the detection efficacy of the OAD.

Recall — TP Precision — TP Pl 2 X Precision x Recall
- TP+ FN TP+ FP "~ Precision + Recall

where TP refers to True Positive, F'N refers to False Negative, F'P refers to False Positive, and F1 is the
harmonic mean of precision and recall.

The results show a high Recall statistic of 0.966, which implies high performance in detecting disruptions
once they have occurred. The Precision statistic is lower at 0.748, suggesting that some of the detected
anomalies are not caused by disruptions but are a result of normally occurring random fluctuations. Note
that the OAD cannot always distinguish between anomalies due to normal random fluctuations and anomalies
caused by certain classes of disruptions, such as adulterated excipients received by the Drug Production node
from the Excipients Supplier Pool node.

Figure 16 displays two time series of the number of packaged units over time. The left-hand time series
exhibits a single anomaly due to a disruption, while the right-hand time series exhibits two anomalies due
to normal fluctuations, both at the Excipients Supplier Pool node. The occurrence time of the disruption
in the left-hand time series is marked by a vertical red dashed line, and the same time is marked also in

the right-hand time series, where no disruption anomaly occurred. Since the cause of anomalies is generally
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Figure 16: Sample time series of numbers of packaged units with anomalies due to (left) a disruption
and due to (right) normal fluctuations (the number of units on the vertical axis is in millions).

Node Mean Detection Time Lag (in Days)
Raw Material Supplier Pool 0.08
API Production 1.04
Drug Production 2.31
Drug Packaging 3.45
Distribution Center 4.17

Table 4: Average time lag of detecting an upstream disruption at downstream nodes by the OAD.

difficult to determine, the Precision statistic produced by OAD tends to be lower than the Recall statistic.
Still, all anomalies and their probable causes merit investigation, and the high Precision statistic of the OAD
renders it a useful anomaly detection tool. As was shown in the previous sections, OAD deployment, coupled
with adequate levels of safety stocks, can mitigate most disruption types, including worst-case ones.

Table 4 reports the average time lag between the occurrence of an upstream disruption (at the Raw
Materials Supplier Pool node) and its detection at various downstream nodes in the supply chain. The
results indicate the efficacy of OAD in terms of the progression of time lags from the node of disruption to
detection at downstream nodes of the supply chain. These statistics further underscore the importance of
deploying reliable sensors across the supply chain and the critical need to protect these sensors from damage
or cyber-exploits, as such sensors are critical for the timely deployment of mitigations. For example, if a
disruption occurred at the Raw Material Supplier Pool node and sensors were only deployed at the Drug
Packaging node, then it would take over three days on average before the disruption is detected and mitigated

with a loss of around 3.45 x 107 in packaged drug end-units.

5 Conclusion and Future Work

This study presented the HISS methodology — a novel hybrid simulation approach which integrates DES

and ABS, coupled with stochastic optimization, applied to supply-chain networks in order to study and
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mitigate disruptions to them. The efficacy of this approach was showcased through a generic pharmaceutical
supply-chain model that integrated disruptions into a supply chain map. This model was developed with
input from an advisory group of subject matter experts, and the impact of various disruption and mitigation
scenarios was assessed. The pharmaceutical supply chain model consists of common supply-chain elements
that could be reused or readily adapted to other supply chain models. Similarly, model parameters showcase
a generic supply chain which can easily be modified.

The novel combination of DES and ABS in MASON provides enhanced capabilities that neither modeling
approach can provide alone. DES provides representations of supply chain models while ABS provides flexible
facilities for modeling disruption/mitigation actors. We encapsulate the disruptive behavior of malicious
agents and the mitigation behavior of supply chain agents within a stochastic optimization approach called
Covariance Matrix Adaptation Evolutionary Strategy (CMA-ES).

Note that the OAD model used in this paper could be enhanced with a machine learning component if
an adequate number of ground truth samples were available for training purposes. Furthermore, the accuracy
measures used in the paper pertain to the simulation experiments, where the ground truth was generated
by the optimizing module of the simulation. As a direction for future research, the efficacy of the HISS
methodology would be further supported by real-life data in addition to simulation experiments.

The MASON toolset is open-source, and researchers can reuse components to create and study their
own supply chain models including sets of agents that aim to disrupt or mitigate them. Using the HISS
methodology and simulation tool allow users to identify supply-chain vulnerability points susceptible to
disruptions, and to assess the efficacy of attendant mitigation strategies. To this end, evolutionary and
coevolutionary optimization algorithms were run in parallel. Key findings from the simulation runs indicate
that preparedness strategies, such as maintaining adequate safety stocks and enhancing real-time monitoring,
significantly improved supply-chain resilience to disruptions. Thus, the HISS methodology advances modeling
and simulation and provides significant contributions to build supply chain production and distribution
processes that are resilient to disruptive natural events and criminal attacks.

Several future work directions may be pursued. One immediate direction would be to enhance agent
representation by individually implementing a set of agents that collaborate with each other in disruption
and mitigation actions. One can also explore enhanced anomaly detection capabilities to reduce disruption
detection errors. Another direction is to leverage machine learning techniques in predicting disruptions before
they occur, thereby strengthening supply chain defenses. Finally, the HISS methodology can be extended to

other supply chains and other industries beyond pharmaceuticals.
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Appendices

Appendix Al. Model Parameters and Source Code

e All PSC model parameters are available at https://ccicada.org/2025/06/03/parameters-for-a-generic-

pharmaceutical-supply-chain-model/.

e The hybrid implementation of MASON is part of the main MASON package, available at

https://github.com/eclab/mason.

e ECJ, including its CMA-ES, coevolution, and massively distributed stochastic optimization facilities,

is available at https://github.com/eclab/ecj.

e The use case presented in this paper is available at https://github.com/eclab/DES-Supply-Chain-demo

under the name Supply Chain 1 or SC-1.

Appendix A2. Detailed Description of the PSC Model

This appendix supplements Section 3.3 with more details on the pharmaceutical supply chain (PSC) model,
depicted in Figure 2. The PSC model parameters may be found at https://ccicada.org/2025/06/03/parameters-
for-a~generic-pharmaceutical-supply-chain-model/.

There are two PSC drug categories: pills (Solid Oral Dose, abbreviated as SOD) and injectables
(abbreviated as INJ). The Hospital/Pharmacy Pool node receives daily orders of drugs from the End-
Consumer Pool node. The sizes of these orders are drawn from triangular distributions following supply
chain models in the pharmaceutical sector [58, 43]. The Hospital/Pharmacy Pool node is replenished by the
Distribution Center node or the Wholesaler Pool node, and replenishment orders follow a Make-To-Stock
(MTS) policy (i.e., whenever the inventory drops below its reorder point s, it places a replenishment order
that brings the inventory to its target level S). The Wholesaler Pool node is similarly replenished from
the Distribution Center node and the Untrusted Supplier Pool node. All replenishment lead times are
random variables following pre-specified distributions. If the Distribution Center node lacks sufficient on-hand
inventories to fulfill an order from the Hospital/Pharmacy node, it will ship the available on-hand amount,
and the rest (if any) is fulfilled by the Wholesaler Pool node. However, if the Wholesaler Pool node lacks

sufficient on-hand inventories to fulfill an order from the Hospital /Pharmacy node, it will ship the available
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on-hand amount, and the rest (if any) is fulfilled by the Distribution Center node or the Untrusted Supplier
Pool node, representing suppliers who have not been properly vetted.

The Distribution Center node maintains order Information from the Hospital/Pharmacy Pool and
Wholesaler Pool nodes and computes the previous 4-month averages of the aggregate orders for each drug
category. The Distribution Center node then sends to the Pharma Company node a monthly replenishment
order for each drug category whose size is the corresponding 4-month average. The Pharma Company node
converts the received orders into batches of raw materials, excipients (inactive ingredients such as preservatives
or coloring agents), and packaging materials, and places corresponding monthly orders with the Raw Material
Supplier Pool, Excipients Supplier Pool, and Packaging Supplier Pool nodes, respectively. Upon receiving an
order, each of these suppliers produces and transports its ordered supplies in batches to the appropriate node
of the focal company. Each batch is then tested at the respective testing facility of the focal company (quality
inspection) with a testing delay following a user-specified probability distribution and a defect percentage.
Throughput material that passes testing will be referred to as goodput, while failed (defective) material
(discarded rejects) will be referred to as badput.

Production can be carried out at the focal company or outsourced to a CMO (contract manufacturing
organization) in the aggregate CMO Pool node. Incoming raw material goodput is split between the focal
company and the CMO Pool node using user-specified probabilities. Raw material goodput at the focal
company proceeds to the API Production node without delay. This node produces API (Active Pharmaceutical
Ingredient) in batches from raw material with a user-specified production delay distribution. The API batches
are then tested, with three possible outcomes from a user-specified distribution: pass (goodput), fail (badput),
or rework (badput). The goodput API is subject to a user-specified split between the focal company’s Drug
Production node and the CMO Pool node. The former is mixed with the excipient goodput at the Drug
Production node to produce drugs. Similarly, the produced drugs proceed to be tested, and drug goodput
is also split between the focal company’s Drug Packaging node and the CMO Pool node. Drug goodput is
matched with packaging material goodput at the Drug Packaging node to yield finished products. All finished
products are further tested before shipping to the Distribution Center node. Note that raw material, API,
and drugs are processed, tested, and moved as batches. Batch testing is “all or nothing”, that is, it yields
either a goodput batch or a badput batch (to be discarded). However, when packaging is involved, testing
is of individual drug end-units in a batch, and results in the removal (and discarding) from the batch, of
the badput end-units only, while the remaining goodput is then allowed to proceed to the next destination.
Also, the API Production, Drug Production, and Drug Packaging nodes have safety-stock inventories of their
incoming ingredients, which are continually refreshed by using their units in their first-in-first-out order of

arrival to the inventory. Every safety-stock inventory uses the M TS inventory replenishment policy with
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user-specified parameters.

The CMO Pool node receives a portion of the raw material goodput from the focal company and splits it
(with user-specified percentages) into two groups: raw material to produce API to be shipped back to the
API Testing node at the focal company, and raw material for producing packaged drug products. The CMO
Pool node further receives from the focal company a portion of the API goodput and a portion of the drugs’
goodput and converts them into packaged drug products. All finished products produced by the CMO Pool
node are shipped to the Product Testing node and the corresponding goodput is stored in the Distribution
Center node at the focal company.

It should be pointed out that unlike models encompassing the full extent of supply chains, this research
focuses on understanding the impact of disruptions on a focal pharmaceutical company through detailed
modeling of its production, testing, and packaging processes. The demand, supply sourcing, work outsourcing,
and distribution components of the supply chain have been aggregated to maintain adequate fidelity while
keeping the system easy to parameterize and understand. The innovative feature of the PSC model is the
integration of the focal company’s facilities and its external components (demand, sourcing, distribution, etc.)
with a broad variety of external and internal disruptions. This feature allows the user to readily measure

disruption impacts on the focal company’s ability to produce drugs and fulfill customer demand.

Appendix A3. Disruption-Exploit Code Mapping

Table 5 lists the PSC disruptions implemented in this research, along with their exploit codes and descriptions.
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Disruption Exploit

Scenario  Code Disruption Description Code Exploit Description

1 A2 Raw Material Theft X-13 Transportation Theft

2 A3 Raw Material Adulteration X-1 Raw Material Adulteration
3 A4 Raw Material Destruction X-10 Intentional Destruction

4 A5 API Production Destruction X-10 Intentional Destruction

5 A6 API Production Halting X-19 Cyber Exploit

6 A7 API Adulteration X-2 API Materials Adulteration
7 A8 Excipient Theft X-13 Transportation Theft

8 A9 Excipient Adulteration X-3 Excipient Adulteration

9 A10 Excipient Destruction X-10 Intentional Destruction

10 A1l Drug Production Destruction X-10 Intentional Destruction

11 A12 Drug Production Halting X-19 Cyber Exploit

12 A13 Drug Adulteration X-4b Counterfeit product

13 Al4 Packaging Material Theft X-13b  Transportation Theft

14 Al5 Packaging Material Adulteration X-6b Counterfeit packaging

15 Al6 Packaging Material Destruction — X-10 Intentional Destruction

16 A17 Packaged Drug Destruction X-10 Intentional Destruction

17 A18 Drug Packaging Halting X-19 Cyber Exploit

18 A19 Packaging Adulteration X-7 Counterfeit Product in

Relabeled Packaging

Table 5: PSC Disruptions and their exploit codes.
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