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Network-based intrusion has become a seriousatthte today’s highly
networked information systems, yet the overwhelmimgjority of current
network security mechanisms are “passive” in respoto network-based
attacks. In particular, tracing and detection of 8ource of network-based
intrusion has been left largely untouched in emgtintrusion detection
mechanisms. The fact that intruders can log inuphoa series of hosts before
attacking the final target makes it extremely difft to trace back the real
source of network-based intrusions.

In this paper, we apply active networking prinegpto address the problem of
tracing network-based intrusion with such chainednections, and propose a
novel intrusion response framework: Sleepy Watekmaacing (SWT). SWT

is "sleepy" in that it does not introduce overhedwn no intrusion is detected.
Yet it is "active" in that when an intrusion is éeted, the target will inject a
watermark into the backward connection of the ®itm, and wake up and
collaborate with intermediate routers along theusibn path. By integrating a
sleepy intrusion response scheme, a watermarklatore technique and an
active tracing protocol, SWT provides a highly efnt and accurate source
tracing on interactive intrusions through chainesndgt or rlogin. Our

" This work has been supported by the Defense AdihRrojects Agency, administered by
AFOSR under contract F30602-99-1-0540
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prototype shows that SWT can trace back to thééatttrustworthy security
gateway to the origin of intrusion, within one kiagke by the intruder. With
its unique active tracing, SWT can even trace wih&msion connections are
idle.

1. INTRODUCTION

Network-based attacks have become a major conoetoday’s highly
networked mission critical information system. HEixig network security
mechanisms such as IDS, Firewall and IPSEC have coobpletely
addressed the problem of network-based attackgy: dige“passive” in front
of network-based attacks and tend to be host-bddezte is no automatic
network-wide response even when attacks are ddtecte

One major problem in building an effective respotsaetwork-based
attacks is the lack of source identification. Wiiheffective source tracing,
the attacked victim is blind at defending netwodséd attacks, and no
effective intrusion countermeasures such as blgckimd containing can be
implemented. Network-based attacks can not be tefédg repelled or
eliminated until its source is known.

A complete solution to the problem of tracing neatkvbased attacks is
complicated by different anonymity gaining techréguused by different
network-based attacks. For example, distributedatief-service (DDoS)
attacks are usually generated from multiple presiipeompromised slave
machines, under control of a remote master macHihe. unidirectional
flooding traffic from slave machines usually comgth a “spoofed” source
IP address, which makes it difficult to trace ettem slave machines. For bi-
directional, interactive intrusions, one of the imeglely used techniques to
conceal their true origin is to connect throughepgting stones™": intruders
connect through a series of intermediate hostsréefttacking the final
target. All these techniques are easy to implenaet use, making source
tracing of network-based attacks among the hardestvork security
problems

In this paper, we focus on the real-time tracingndéractive intrusions
that utilizes connection chains to disguise theirree. A real-time solution
to this problem not only enables us to stop orrdegtwork-based intrusion
near its source, but also helps to deter DDoS kigibprotecting hosts from
being compromised into slave machines. While tlaeeeseveral approaches
have been proposed to address the tracing probiénirosion connection
chains, they are all passive and tend to be ighlated their lack of real-time
network-wide coordination severely limits their gieal use in real-time
tracing in the current Internet.
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On the other hand, active netwdfk® is an emerging framework that
seeks to increase the programmability of computwarks and network
components. It enables user and application to rdigzly control how
packets are handled. This customized packet progespens new ways of
securing networks that was not available in tradéi passive networks.

In this paper, we apply active networks princigeatidress the problem
of tracing network-based intrusion with chained reegtions, and present a
novel intrusion response frameworleepy Watermark Tracing (SWT)
SWT is “sleepy” in that it does not introduce avediead when there is no
intrusion detected. Yet it is “active” in that wh#rere is intrusion detected,
it will trigger and coordinate network-wide tracirgt real-time. SWT
exploits the observations: 1) interactive intrusiovith chained connections
are bi-directional and symmetric at the granularity connections; 2)
application level contents are invariant acrossnection chains. By
“injecting” carefully designed watermarks into thmackwards-response
traffic of the intrusion connection chain, SWT isl&to trace through the
intrusion connection chains at real-time - withirsiagle keystroke by the
intruder. Through its unique active tracing, SWThdaace through the
connection chain even when the intruder is silekt. these represent
substantial improvements over existing capabilifies tracing interactive
intrusions with a chained connection.

In the next section, we discuss the general trapiodplem and give a
brief overview of existing tracing approaches. étton 3, we describe the
general Sleepy Watermark Tracing method. In seclipnve present the
SWT architecture. In section 5, we describe outgbype implementation of
SWT and experimental results. In section 6, we lkmlec with possible
future work.

2. TRACING PROBLEM AND APPROACHES

Given a series of computer hostg H,, ... H, (n>2), when a person (or
a program) sequentially connects fromimto Hi.; (i=1,2,.n-1), we refer to
the sequence of connections on;<H,, ... H,> as aconnection chainor
chained connectianThetracing problemof a connection chain is, given,H
of a connection chain, to identif.4, ... Hi.

Tracing the source of intrusion through a connectabain over the
Internet is a difficult problem. It requires netwewide collaboration among
hosts in the network, and yet some of the hostslmagompromised and not
trustworthy, As a network security mechanism, isiman source tracing
should be based on trust of appropriate networkuregs, and be robust
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against compromised hosts in the network. To trbaek the chained
connections through multiple hosts, effective datiren is needed at
intermediate nodes. Because network-based intrusiooday’s high-speed
network can be very short, correlation at interragginodes needs to be fast
and accurate. Additionally, to scale the tracingtay to the Internet, the
tracing system should have minimum overhead whileviding a fast
response to detected network-based intrusion.

In general, tracing approaches for a connectioinaten be divided into
two categories: host-based and network-based, @aehich can further be
classified into either active or passive. Tablerdvjges a classification of
existing tracing approaches, as well as our prabtrseing mechanism.

Table 1. Classification of Existing Tracing Apprbas and SWT

Passive Active
Host-based DIDS Caller ID
CIS
Network-based Thumbprinting IDIP
Timing-based SWT

Deviation-based

Distributed Intrusion Detection System (DID8)developed at UC Davis
is a host-based tracing mechanism that attempsep track of all the users
in the network and account for all activities totwerk-wide intrusion
detection systems. Each monitored host in theDID&ain collects audit
trails and sends audit abstracts to a centraliz&SOlirector for analysis.
While DIDS is capable of keeping track of all usemsving around the
network through normal login within the DIDS domaiinseems not feasible
in large-scale network such as the Internet, becafsits centralized
monitoring of network activities.

The Caller Identification System (CI8} is another host-based tracing
mechanism. It eliminates centralized control byizitig a truly distributed
model. Each host along the login chain keeps ardegbout its view of the
login chain so far. When the user from tivdth host attempts to login into
thenth host, thenth host asks the-1th host about its view of the login chain
of that user, which should be 1,2n:1 ideally. Thenth host then queries
hostn-1 to 1 about their views of the login chain andoso Only when the
login chain information from all queried hosts ntegs, will the login be
granted at theth host. While CIS attempts to maintain the intiggoif login
chain by reviewing information from hosts along thmgin chain, it
introduces excessive overheard to the normal lpgoess.

Caller ID, described by Stuart Staniford-Chéh , is yet another
interesting host-based approach that is said taideel by the Air Force.
Caller ID is controversial in that it actually uziés the same break-in
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technique used by intruders to break into the haekiag the connection
chain reversibly. If the intruder fromgHtonnects through H1H2...H,; to
the final target H the network security personnel af fifst breaks into K.
from there they can find out the intruder comesnfrid,,, then they break
into H,», and so on. Eventually they can find the origirthed intruder. One
compelling advantage of Caller ID is that it islabée to the Internet. It is
also efficient in the sense that it introduces essrhead compared to DIDS
and CIS. But its manual approach makes it difficoifrace short intrusion in
today’s high-speed network. Besides it legal coogpions, Caller 1D also
has the drawback that one must perform manualngacn the host where
the intruder is active, which is easily-noticedtbg intruder.

The fundamental problem with the host-based traapyuyoach is its trust
model. Host-based tracing places its trust upon it@nitored hosts
themselves. In specific, it depends on the colieladf connections at every
host in the connection chain. If one host is compsed and is providing
misleading correlation information, the whole tragisystem is fooled.
Because host-based tracing requires participatiah teust of every host
involved in the network-based intrusion, it is velijficult to be applied in
the context of the public Internet.

Network-based tracing is the other category of itigacapproaches.
Neither does it require the participation of moretbhosts, nor does it place
its trust on the monitored hosts. It is based am phoperty of network
connections: the application level content of cedinonnections is invariant
across the connection chain. In particular, thentprint™ is a pioneering
correlation technique that utilizes a small quantdf information to
summarize connections. ldeally it can uniquely idiglish a connection
from unrelated connections and correlate thosdecklaonnections in the
same connection chain. While thumbprinting can seful even when only
part of the Internet implements it, it depends twck synchronization to
match thumbprints of corresponding intervals of remstions. It also is
vulnerable to retransmission variation. This selyelimits its usefulness in
real-time tracing.

The timing-based schent&! by Zhang and Paxson is a novel network-
based correlation scheme for detecting steppinmestacross the connection
chain. The correlation is based on the distinctimeng characteristics of
interactive traffic, rather than connection congefit pioneered new ways of
correlating encrypted connections. It requires loekc synchronization and
it is robust against retransmission variation. Hesve because its timing
characteristics are defined over the entire dunadibeach connection to be
correlated, it is difficult to be used in real-tirerrelation.
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The deviation-based approaéti by Yoda and Etoh is another network-
based correlation scheme. It defines the minimurerage delay gap
between the packet streams of two TCP connectisndesiation The
deviation considers both timing characteristics ghd TCP sequence
number, and it does not depend on the TCP payiadilar to the timing-
based approach, the deviation-based approach doesrequire clock
synchronization and is robust against retransnmsgariations. However it
is difficult to be used in real-time correlationths deviation is defined over
all the packets of a connection. Another drawbatkdeviation-based
approach is that it correlates only TCP connections

One fundamental problem with passive network-baggatoaches is its
computational complexity. Because it passively rtayei and compares
network traffic, it needs to record all the conemirincoming and outgoing
connections even when there is no intrusion teetrdo correlate at any host
in the connection chain, it needs to match evergceoent incoming
connection with every concurrent outgoing connectb that host. That is,
for a host withm concurrent incoming connections amd concurrent
outgoing connections, the passive network-baseledion approach would
takeO(mxn) comparisons, in addition to tl&m+n) scanning and recording
of concurrent connections.

On the other hand, the active network-based appraBmamically
controls how connections are correlated throughtoouized packet
processing. It does not need to record all the wwant incoming and
outgoing connections at any host in the connedatfa@in. It does not need to
match each concurrent incoming connection with eamicurrent outgoing
connection. For a host witm concurrent incoming connections and
concurrent outgoing connections, the active netvibased approach is able
to correlate withintime dependent only on the number of connectioimg be
actively traced, in addition to the O(m+n) scanning of concurrent
connections.

IDIP (Intrusion Identification and Isolation Proag!® is a proposal by
Boeing’s Dynamic Cooperating Boundary Controllersglam that uses an
active approach to trace the incoming path andcgoaf intrusion. In the
proposal, boundary controllers collaboratively kecand block the intruder
by exchanging intrusion detection information, nbmattack descriptions.
While it does not require any boundary controlterécord any connections
for correlation, its intrusion tracing is closelyoupled with intrusion
detection. The effectiveness of IDIP depends on effectiveness of
intrusion identification through the attack destidp at each boundary
controller. Therefore IDIP requires each boundaoyptioller to have the
same intrusion detection capability as the IDShatihtrusion target host. It
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is questionable whether the intermediate boundamytroller is able to
identify an intrusion based on a hard-coded attidcription.

3. SLEEPY WATERMARK TRACING OVERVIEW

SWT is an active network-based tracing framewdrks I'sleepy” in that
it does not introduce overhead when no intrusiordetected. Yet it is
"active" in that when an intrusion is detectede tiarget will inject a
watermark into the backward connection of the sitn and “wakes up”
intermediate routers along the intrusion path.

By watermarking selected packets and processing thecordingly,
SWT provides many potential advantages over exjsiimrusion tracing
approaches. 1) SWT separate intrusion tracing firgrasion detection and
it does not require any node other than the intrugarget to have the
intrusion detection capability. 2) Unlike thumbgiirg, timing-based and
deviation-based approaches, SWT does not neea¢dodrall the concurrent
incoming and outgoing connections at any node, iartbes not require
matching each of the incoming connections with ea€ththe outgoing
connections for correlation at any node. 3) SWTuim&$ no clock
synchronization and is robust against retransmmssiariation. 4) SWT
traces only when needed. 5) So far the most compedldvantage of SWT
is its correlation accuracy and efficiency. By gswwatermarks, SWT can
trace the intrusion connection chain to its origithin a single keystroke of
the intruder. With its unique active tracing, SWanctrace the intrusion
connection chain back to its origin even when titeuder is is inactive. 6)
We have found that SWT can be implemented effijerit does not
introduce any noticeable overhead to routers, anohly requires a few
network server applications at the intrusion tardgest to be modified to
inject watermarks.

In the remainder of this section, we describe tiiéTSmodel concepts
and assumptions.

3.1 Basic SWT Concepts

In order to keep track of network-based intrusitinbosts, it is desirable
to monitor hosts through the nearest router orvgags. This is termed a
Guardian GatewayWe define théncoming Guardian Gatewayf hostH as
the nearest router that forwards incoming traficH and theOutgoing
Guardian Gatewayf hostH as the nearest router that forwards outgoing
traffic from H. It is possible that one host has more than onening or
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H;: Host
GWi,: Incoming Guardian Gateway
GW,,¢ Outgoing Guardian Gateway

Figure 1: Guardian Gateway Set

outgoing guardian gateway. We define the uniomobining and outgoing
guardian gateways of a host as @Gsardian Gateway Sete.g., {GWn1,
GWh2, GWoue, GWigt in Figure 1). For any guardian gateway §&twe
define those hosts &@uarded Hostof G whose guardian gateway set is a
subset ofG. For a hostH, while the traffic betweemd and its directly-
connected neighbour hosts does not pass througlyateyays, the traffic
betweenH and any non-directly-connected hosts must passugir its
guardian gateway set.

\A / H;: Host

GW;: Guardian Gateway

Figure 2: Tracing Model

We further define deap as one connection step between hosts within a
connection chain (e.g.,Hs , Hi.1> in Figure 2). One leap may consist of
multiple hops (or links in the physical network)dathe two guardian
gateways of the two end hosts. A leap can be sedcily a 5-tuple
consisting of

<protocol number, source ip address, source portbeu, destination ip
address, destination port number>

Now the tracing problem of chained intrusion isidedl as discovering
and sequencing the guardian gateways of those imotts intrusion path, or
(equivalently) as finding the leaps along the isioa path.
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3.2 Basic SWT Assumptions

We have identified the following assumptions thatirate and constrain
our design:

Intrusions are interactive and bidirectional,

Routers are trust worthy and hosts are not trusthyp

Each host has a single SWT guardian gateway and

There is no link-to-link encryption.

The first two assumptions represent our assessmérite nature of the
intrusions. Here we refer to intrusions as thodacks aiming to gain
unauthorized access, rather than denial of seatieeks. A study of CERT
security incidentd” indicates that almost all security incidents, ey
unauthorized access incidents, happened at compuasts rather than
routers or gateways. Therefore we believe our agdamto trust routers
will cover most intrusion cases. In case there iadeed compromised
routers involved in intrusion, the compromised eouwill be effectively
indistinguishable from an attacker. The compromisedter needs to be
addressed first, before the tracing of the intnusian go any further. In this
case SWT can still trace to the farthest trustwogfirardian gateway.

The assumption of each host having a single SWTdipra gateway is
only for simplifying the presentation of the SWTchitecture. In case some
host has multiple SWT guardian gateways, the gaardateway set will be
used in SWT tracing.

The final assumption represents the inherent liioitaof any tracing
based on network content. We believe that cormglatof encrypted
connections in real-time is still an open problem.

4. SLEEPY WATERMARK TRACING
ARCHITECTURE

In general, the Sleepy Watermark Tracing Architextconsists of two
complementing parties, namely, tH&WT guarded hosand the SWT
guardian gatewayThe SWT guarded host is the host that suppoddiars
is protected by SWT. The SWT guardian gateway suplSWT. In our
trust model, each SWT guarded host has a unique §\Wdidian gateway,
and it maintains a pointer to its SWT guardian waie Each SWT guardian
gateway may guard one or more SWT guarded host# amntains the list
of its SWT guarded hosts.

IDS and watermark-enabled applications at a SWTrdgeh host are
SWT supporting components. In particular, IDS referan application level
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interface to any Intrusion Detection System ; thithe ultimate initiator of
SWT tracing. It interacts with SWT subsystem witl8kVT guarded host
and triggers active watermark tracing once it dstan intrusion. Watermark
enabled applications are those network serviceicgtjgns (such as telnetd,
rlogind) that have been modified to inject arbiraratermarks upon request.

The core of Sleepy Watermark Tracing consists oéehinteracting
components: Sleepy Intrusion Response (SIR), WatdrnCorrelation
(WMC) and Active Tracing (AT). In particular, Sleepntrusion Response
accepts tracing requests from IDS, coordinatesettacing and keeps track
of tracing information of intrusions. Watermark @uation correlates
incoming and outgoing connections through watersiavkctive Tracing
coordinates different parties in the network toladmbratively trace the
incoming path and source of intrusions.

I 1
s Sleepy Intrusion —é— Watermark Enabled
Respons Anplicatior

' '
' I
I '

'
s Active Tracing | 1< SWT Subsystem
1 v, '

SWT Guarded Host

_—>
Normal Traffic

Watermark ) >
Watermarked Traffic Correlatior L —»

........ »

Active Tracing Protocol Al @ >

SWT Guardian Gateway

Figure 3: SWT Architecture

These three components work tightly together ac®@#8I hosts and
SWT guarded gateways. In specific, SIR and AT foinen SWT subsystem
within a SWT guarded host. Upon request from ID8 Soordinates a
WM- enabled application and the AT module to in&iactive tracing from
the SWT guarded host to SWT guardian gatewayshé\SWT gateway, the
AT module receives tracing requests and providaenvearks to the WMC
module. This module in turn provides AT moduleoimiation about the
next-leap SWT guardian gateway by correlating inogmand outgoing
connections. Once the SWT guardian gateway finas$ le@p information
about an intrusion connection chain, AT will senace information to the
original host that initiated the whole tracing amatify the next leap SWT
guardian gateway to start watermark tracing.
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4.1 Sleepy Intrusion Response

SIR controls and coordinates overall SWT intrusitating. It is in a
SWT guarded host and it interacts with IDS and Wilded applications in
the same host. To achieve high efficiency, SIRoithiices “sleepiness” into
SWT. By default, the SWT system is inactive angleep mode. When IDS
detects an intrusion, it triggers SWT tracing bytifgyong SIR with
appropriate connection information. Upon requesimfrIDS, SIR first
registers the intrusion connection as active foomfigurable period of time,
if it is not active already. Then SIR triggers wetitracing on its guardian
gateway by sending out trace notification; FingliR notifies the WM-
enabled application that terminates the intrusimmection to start injecting
the requested watermark. SIR also keeps trackaging information of
intrusions returned by the SWT guardian gateway, @pon request from
IDS, SIR will provide tracing information on anyesgfic active intrusion. If
within a timeout period there is no trace inforroatreturned from the SWT
guardian gateways, or further trace notificatioonir IDS on an active
intrusion connection, that intrusion response comepd will become
inactive (“fall asleep”).

4.2 Watermark and Watermark-Enabled Applications

Conceptually, avatermarkis a small piece of information that can be
used to uniquely identify a connection. Ideallywatermark should be easy
to embed and retrieve and yet be invisible to nbrosers of network
applications. In order to be used for correlat@myatermark must be able to
traverse multiple connections and remain invar{arg assume that there is
no encryption involved in the connections). Therefovatermark belongs to
the application layer and is application-specific.

One challenge in generating watermark is how to enalatermarks
invisible to end-users. For text based networkiappbns such as telnet and
rlogin, this is in many ways similar to hiding datatext™, which is much
more difficult than hiding data in pictures or sdanThe open space method
is one of the major methods of data hiding in fé&s through manipulating
white space. In particular, inserting spaces aetigkof each line of text file
will not be noticed by readers. But for network kgagions such as telnet
and rlogin, simply inserting spaces will change t¢hesor position, and it is
likely to be noticed by end users. Fortunately, tiva being transferred to
network applications is not necessarily the samtdatsbeing displayed. For
example, the string

“See nmeabc\b\b\b \b”
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transferred to telnet or rlogin will be displayaslthe string
“See ne”

We define avirtual null string of a network application as a string that
appears null to end users of the network applinatiBor instance,
“abc\ b\ b\ b \ b”is a virtual null string of telnet and rlogin. &trefore by
using virtual null strings, we can make watermankssible to such network
applications.

In order to achieve high confidence of correlatibris desirable to have
the probability of collision of randomly generatadtermarks as low as
possible. Fon > 1 sites, assume each site independently genexatesli-
probable random integer number between 1randsherem >> n; let P(m,
n) be the probability such that thoserandom numbers are different from
each other. Then we have:

Whenm> n?, we have:

n-1 H 2

IS

= m 2m
Therefore, givem = 2%, havingm = 2" will make P(m, n)> 0.999.
That means having 73 random bits in watermarksifscgent to cover the

whole IPv4 address space such that the probabiligpllision of generated
watermarks is less than 0.1%.

Because the watermark is application specificeéds to be injected into
backward traffic through the application itselfVatermark-enabled
applications are those network server applicatisosh as telnetd, rlogind)
that have been modified to be able to “inject” resped watermark into their
response traffic upon request. A watermark-enallgglication processes
two messages from SIR : WM-Start and WM-End, wh&/id-Start notifies
watermark-enabled application to start injecting #mclosed watermark for
specified times, and WM-End notifies the watermaniabled application to
stop injecting the watermark.

4.3 Watermark Correlation

In order to trace back along the intrusion conmectihain, a mechanism
is needed to find and match adjacent connectioaiskiblong to the same
connection chain. We refer to this adjacent conoeghatching mechanism
as correlation According to the SWT tracing model, the hostsngldhe
intrusion connection chain are not trustworthy réfiere, SWT is designed
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to correlate at SWT guardian gateways. Becauséotheard and backward
traffic of intrusion connection chain is symmetaicthe granularity of leaps,
watermarks along the backward traffic could be usedorrelation at SWT
guardian gateways.

By referencing its SWT guarded hosts, the througlffit of a SWT
guardian gateway can be divided into two clasgesrdedand bypassing
(Figure 4). We definguarded trafficof a SWT guardian gateway as the
traffic that either terminates at or originatesnirone of the SWT guardian
gateway’s guarded hosts, abgpassing trafficas all other traffic. It is
obvious that the SWT guardian gateway needs to scén the guarded
traffic for possible correlation. We further defiaeincoming leapof a SWT
guardian gateway as the connection that termiraitesie of the gateway’s
guarded hosts, and awutgoing leapof a SWT guardian gateway as the
connection that originates from one of the gatewaylarded hosts (Figure
4). Thus correlation at SWT guardian gateway cambdeled as matching
an outgoing leap with an incoming leap.

Guarded
Host
= ~_
incoming : : outgoing

S Guardian >
Gateway

pypassing

>
»

»
»

Figure 4: Guardian Gateway Correlation

One challenge of correlation at the SWT guardiaeway is that there
may be multiple incoming and outgoing leaps throwmhsingle SWT
guardian gateway. For a SWT guardian gateway witincoming andn
outgoing leaps, there amnexn combinations of possible matches after those
m+n leaps have been scanned. In specific, aftercoming leaps have been
scanned, each of theoutgoing leaps scanned haspossible matches for
correlation. Therefore exhaustive matching throogfitiple SWT guardian
gateways would be complex and computationally esipen To solve the
connection matching combination explosion problemd achieve real-time
response, SWT introduces the watermark as its fast®rrelation.

With an identifying watermark injected to backwanaffic of the
intrusion connection chain, correlation at an imediate SWT guardian
gateways is simplified to scanning incoming andgoirtg leaps and
matching those with the same watermark. Specificalthen a SWT
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guardian gateway scans incoming leaps, it registess leap that has a
registered watermark. When it scans outgoing ldapsatches watermarked
outgoing leaps with the incoming leap with sameenagrk.

The following observations can be made about watgtmorrelation:

» The accuracy of correlation is purely based onuthigueness of the
watermark, which is ultimately determined by SIRtla intrusion
target host. This makes it possible to get venhhignfidence of
correlation from tracing even a single watermangadket.

*  While the watermark is application specific, watarkicorrelation is
generic. It has linear computation complexity asroshained
connections and requires no clock synchronizafibierefore it gives
real-time response.

5. PROTOTYPE EXPERIMENTS

As a proof of concept, we have implemented a SWatopype on
FreeBSD 4.0. The prototype includes a SWT guarded, ISWT guardian
gateways and a watermark-enabled application ahing on the FreeBSD
platforms.

We have performed two functional experiments orcitiga a telnet
connection chain: A~ B = C = D, where A is the source of intrusion and
D is the final intrusion target. The first is t@¢e the intrusion source while
the intruder is active. Our SWT prototype demonistrahe capability of
real-time tracing of a single watermarked packé&®R & host D gets all the
trace information back to intrusion source A wittone key stroke from
intruder at A. The second experiment is to traeititrusion source while
the intruder is inactive or silent. By actively derg back a watermark from
watermark-enabled telnetd, our SWT prototype alsts cull the trace
information lead to the intrusion source A. As wa/é expected, for each
watermarked packet, SWT triggers one GWTraceOn agessavel from D
= C= B = A, and two GWTracelnfo messages from C and B tajaty.

To quantify the overheads incurred due to SWTfitsed have measured
latency of SWT gateways with four different configtions:

* FreeBSD kernel IP forwarding without SWT;

»  SWT configured to bypass traffic;

o divert socket IP forwarding without SWT;

*  SWT configured to scan traffic.

The latency measurements were performed on a thoele testbed
configured in a straight line topology. The gatewayntermediate node was
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a 233Hz Pentium PC with 32 MB RAM, 512KB cache, awd Netgear

FA310TX 10/100 fast Ethernet adapters, running Bgi2 4.0.
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Figure 5: Latency of SWT Gateway

Figure 5 shows that the latency of FreeBSD kerfdblwarding is about
78 us, independent of packet sizes. It takes @&@uts for the SWT gateway
to bypass and forward IP packets of various siddse 5 ps latency
difference comes from IPFW rule matching in theeB8D kernel. The
latency of divert socket IP forwarding ranges frdi@6 ps to 239 us
depending on the size of IP packets. The 103 pk56& s overhead for
divert socket forwarding over kernel forwarding lutes: (1) overhead for
two context switches for data reading and writi(@) overhead for data
copy in and out of user space; (3) overhead fopadching system calls.
Compared with divert socket IP forwarding, SWT stag takes about 50
p1s more time to forward IP packets of various siZéss indicates that the
SWT gateway latency overhead due to SWT itselbaua 50 ps.

6. CONCLUSIONS

In this paper, we have argued that network-widdjvacintrusion

response is needed in order to trace today’s isurgly sophisticated
network-based intrusions, which most likely utiligeained connections to
hide their origin. We have presented SWT as anveactietwork-based
intrusion response framework and have shown thegrwerk can be used to
construct highly accurate and efficient correlatitor tracing chained
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intrusion connections. Our prototype shows that S8Vable to trace back to
the trustworthy SWT guardian gateway that is clogesthe source of
intrusion chain, within single keystroke of therurder. By actively injecting
watermark back to the intrusion connection, ithfedo trace even when the
intruder is silent.

By integration of Sleepy Intrusion Response, WasgknCorrelation and
Active Tracing, SWT provides highly effective, rémhe and network-wide
tracing of intrusions with chained connectionsisltefficient, robust and
scalable and it only requires some of the edgeersub participate tracing.
Our experiment shows that SWT’s own impact on a&way’'s processing
delay is only about 50 ps.

These results lead us to conclude that active ni&tiechnology can
indeed provide better and yet practical soluti@nsame of the most difficult
network security problems. It is our hope that S\6uld be a building
block for more active network security mechanismghs as dynamic
perimeter defense, and dynamic intrusion blockimd) @ntainment.
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