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Abstract. Phone features, e.g., 911 call, voicemail, and Do Not Disturb,
are critical and necessary for all deployed VoIP systems. In this paper,
we empirically investigate the security of these phone features. We have
implemented a number of attacks and experimented with VoIP services
by leading VoIP service providers Vonage, AT&T and Gizmo. Our ex-
perimental results demonstrate that a man-in-the-middle or remote at-
tacker could transparently 1) hijack selected E911 calls and impersonate
the Public Safety Answering Point (PSAP); and 2) spoof the voicemail
servers of both the caller and the callee of selected VoIP calls; and 3)
make spam calls to VoIP subscribers even if Do Not Disturb is enabled.
These empirical results confirm that leading deployed SIP-based VoIP
systems have serious security vulnerabilities.
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1 Introduction

In addition to the basic function of making and receiving a call, VoIP systems
generally offer many phone features, e.g., 911 call, voicemail, and Do Not Dis-
turb. Phone features are critical and necessary for all deployed Public Switched
Telephone Network (PSTN) and VoIP systems.

Among all phone features, 911 emergency call is perhaps the most critical
one. Recognizing that proper function of 911 call could impact the ”life or death
for millions of customers that subscribe to VoIP service” [1], the Federal Commu-
nications Commission (FCC) requires that all the interconnected VoIP services
must support Enhanced 911 (E911) call and automatically report the caller ID
and the registered location of E911 calls. On the other hand, voicemail is one of
the most frequently used features of VoIP service. It is estimated [2] that 60~70%
of phone calls will be answered by voicemail rather than human. Given that a
voice message often contains personal and sensitive information, any compro-
mise of voicemail would violate the privacy of both the sender and the receiver
of the voice message. Do Not Disturb allows VoIP users to temporarily block all
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incoming phone calls and have some quiet time. When Do Not Disturb fails to
work, spam phone calls might continually annoy VoIP users.

Signaling channel and voice channel are two most important components of
VoIP systems. In current deployed systems, the Session Initiation Protocol (SIP)
[3] and the Real Time Transport Protocol (RTP) [4] are the most dominant
signaling and voice transport protocol, and being widely used.

Although most VoIP subscribers suppose VoIP features are as trustworthy
and reliable as those in the traditional PSTN, the open architecture of VoIP
has enabled many attacks on voice communication that were not possible in
the traditional PSTN. In this paper, we empirically investigate and evaluate the
security of phone features in currently deployed SIP-based VoIP systems in the
U.S., e.g., Vonage [5], AT&T’s CallVantage [6] and Gizmo [7]. Specifically, we
focus on the trustworthiness of £E911 call, voicemail, and Do Not Disturb.

Assuming there exists a man-in-the-middle (MITM) in between the VoIP
phones and the VoIP servers or a remote attacker on the Internet, we imple-
ment a number of MITM and remote attacks on the investigated voice services.
Specifically, the MITM can transparently hijack selected 911 emergence calls and
impersonate the PSAP. The MITM could also launch various voicemail fraud at-
tacks against selected VoIP subscribers. When a VoIP phone makes a call to a
PSTN phone or receives a call from a PSTN phone, the MITM can impersonate
the callee’s voicemail server and ask the caller to leave a voice message or call
another phone number. In addition, the MITM can impersonate the voicemail
server when the caller accesses voicemail. This would allow the attacker to gen-
erate arbitrary fake voice messages to the caller. Finally, a remote attacker,not
necessarily a MITM, can circumvent Do Not Disturb and make arbitrary calls
to Vonage and AT&T VoIP phones. Our experiments confirm that currently
deployed VoIP systems are far from secure and trustworthy.

The rest of this paper is organized as follows. Section 2 briefly overviews SIP
and SIP security mechanisms. Section 3 introduces our exploitation methodol-
ogy. Section 4 describes our experiments on E911, voicemail and Do Not Disturb.
Section 5 discusses the root causes of the vulnerabilities in deployed VoIP sys-
tems, and proposes some approaches to mitigate potential threats. Section 6
introduces related work. Finally, section 7 concludes the paper.

2 SIP overview

Session Initiation Protocol (SIP) [3], is a HT'TP-like, application layer signal-
ing protocol used for creating, modifying, and terminating multimedia sessions
(e.g. VOIP calls) among Internet endpoints. SIP signaling involves various compo-
nents: user agents (UA), proxy servers, redirect servers, registrar servers,location
servers. An UA represents an endpoint of the communication (i.e., a SIP phone).
The proxy server is the intermediate server that acts on behalf of UA to forward
the SIP messages to its destination.

The SIP specification [3] recommends using TLS or IPSec to protect SIP
signaling messages. It also suggests using S/MIME to protect the integrity and
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confidentiality of STP message bodies. However, most deployed SIP VoIP systems
only utilize SIP authentication to protect SIP messages. Fig. 1 shows the typical
SIP authentication of call setup and termination.
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Fig. 1. An Example of Message Flow of SIP Authentication for INVITE and BYE
Messages

Existing SIP authentication has many inherent weaknesses [3][8]:

— It only protects a few important SIP messages.
— It only protects a few SIP fields.
— It only authenticates SIP messages from SIP phones to the SIP servers.

3 Investigation Approach

Our approach of the security investigation is from the perspective of VoIP cus-
tomers rather than VoIP service providers. Consequently, we leave aside the
attacks on the VoIP service provider’s servers and instead focus on those attacks
that directly target the VoIP users. We choose to experiment with the residen-
tial VoIP services by Vonage, AT&T, who are the No.1 and No.2 [9] in U.S.
VoIP market share. In addition, we experiment with Gizmo’s popular softphone
that has been used by millions of people. Note all the attacks we experiment are
against our own accounts and phones only.

The key technique used in our empirical investigation is the MITM who can
monitor, modify and forge VoIP traffic to or from selected VoIP users. Since
most VoIP phones are many hops away from the VoIP servers, attackers have
many opportunities to play MITM attack on existing deployed VoIP services. In
fact, Zhang et al [10] have validated that a remote attacker from anywhere on
the Internet, even originally not in between a VoIP phone and its VoIP servers,
can become a MITM within a few minutes by exploiting some implementation
flaws in a VoIP phone.

We implement our MITM prototype in FreeBSD and utilize the divert socket
mechanism to manipulate SIP and RTP packets in real-time at user space.
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The MITM is used to verify the weaknesses in E911 and voicemail. To cir-
cumvent Do Not Disturb, the MITM is not required. A remote attacker can
successfully make spam calls to defeat this feature.

4 Experiments with Deployed VoIP Services

Private Network

Fig. 2. Testbed Setup of MITM Attacks

To empirically investigate the security of deployed VoIP systems, we build
a testbed that consists of the MITM, Vonage, AT&T SIP phones and Gizmo’s
softphone. Fig. 2 illustrates the network setup of our testbed. All the STP phones
are within a private network 192.168.1.x, where the Gizmo softphone runs on
a Windows XP virtual machine. The MITM runs on a FreeBSD 5.4 virtual
machine, which acts as the Network Address Translation (NAT) router for the
private network. Specifically, the natd runs on the external interface 1nc0 of the
FreeBSD virtual machine, and our MITM intercepts, manipulates the network
traffic at the internal interface 1nc1 via divert socket. Note the MITM does not
need to be directly connected to the VoIP phones, and it could be at anywhere
along the path of VoIP traffic.

4.1 911 Call Hijacking

When a VoIP user dials 911, the call is supposed to be routed to a geographically
appropriate PSAP by the VoIP service provider. However, our experiments show
that the MITM could hijack the selected 911 call from either Vonage or AT&T
SIP phone, divert it to any third party and let the third party impersonate the
PSAP. In this case, the 911 call is never routed to the VoIP service provider,
and yet it appears to the 911 caller that the 911 call is successfully connected to
the appropriate PSAP.

Fig. 3 illustrates the message flows of the 911 call hijacking experiments.
Specifically, the left and the right parts show the message flows of 911 calls from
the Vonage phone and the AT&T phone respectively. Depending on the service
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provider’s implementation, the signaling path and the RTP stream path could
be different. All SIP and RTP packets are transferred on UDP. We use SIP/RTP
server(s) to denote the SIP server and the RTP server which handle the signaling
messages and the RTP streams respectively.

When we dial 911 from the Vonage (or the AT&T) SIP phone?, the caller’s
SIP phone sends an INVITE sip:911 message to the SIP server in step (1) or (17).
Our MITM intercepts the INVITE message, pretends to be the SIP server and
responds with a spoofed 200 0K message in step (2) or (2’). In the spoofed 200
OK message, the MITM sets its own IP address and port number (e.g., 12345) as
the RTP stream termination point, which asks the caller’s SIP phone to establish
the voice stream to the MITM instead of the service provider’s server. Although
Vonage and AT&T’s SIP server normally challenges the INVITE message with
407 proxy-authentication required as shown in Fig. 1, we find that both
Vonage and AT&T SIP phones actually accept the spoofed 200 0K message
directly, and they respond with an ACK message to the SIP server in step (3) or
(3%). The MITM intercepts the ACK message so that it won’t reach the service
provider’s SIP server. At this point, the three way handshake for the VoIP call
setup is finished, and the 911 call between the caller and the MITM has been
established. Then at step (4) or (4”), the caller talks to the MITM, who pretends
to be the PSAP.

Vonage Phone @ ‘ ATT Phone @ ‘

MITM SIP/RTP MITM SIP/RTP
Server(s) Server(s)

Fig. 3. Message Flow of Hijacking 911 Calls

Traditionally, 911 calls can only be terminated by the PSAP. We find that
the Vonage SIP phone actually allows the 911 caller to terminate the 911 call.
Specifically, the Vonage SIP phone sends out a BYE message to the Vonage’s
SIP server once the 911 caller hangs up in step (5). Then the MITM simply
responds with a fake 200 0K message. On the other hand, the AT&T SIP phone
prevents the 911 caller from terminating the call until it is reset. Specifically, if
the 911 caller hangs up the AT&T SIP phone, it starts and keeps ringing until
the handset is picked up or the phone adapter is reset. This behavior conforms
to the specification of traditional 911 call in the PSTN. At step (5°), the MITM
pretends the PSAP and sends the AT&T SIP phone a fake BYE message. The

3 Note we block our experimental 911 calls at our border router so that they will not
interfere with any real 911 calls
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AT&T SIP phone responds with a 200 0K message which would terminate the
911 call completely.

Despite the 911 call implementation differences between Vonage and AT&T
SIP phones, our MITM is able to transparently hijack selected 911 calls and pre-
tend to be the PSAP. Our experiments demonstrate that 911 calls from existing
deployed Vonage and AT&T VoIP services are not trustworthy.

4.2 Fake Voicemail Attacks

Voicemail is intended for the caller to leave a voice message when the callee is not
available. Once the caller hears the voicemail prompt after dialing the callee’s
phone number, he would expect it is the callee’s voicemail. In addition, when
someone wants to check his voicemail and dials his voicemail access number, he
would expect to reach his own voicemail. In this section, we show that the MITM
can compromise the trust of voicemail by spoofing both the caller’s voicemail
and callee’s voicemail.

SI@W @ @ Slne
MITM

SIP/RTP SIP/RTP MITM
(1) INVITE Server(s) Server(s) )
(2) 200 OK. (1) INVITE
--(G1) Proprietary Protocol - - (2 200 OK—

--(G2) Proprietary Protocol — —m|
(6) 2000K—H

Fig. 4. Message Flows of Fake Callee’s Voicemail at Caller’s and Callee’s Sides

Fake Callee’s Voicemail Attack When the caller places a call, the MITM
intercepts the call and spoofs the callee’s voicemail to prompt the caller to leave
a voice message or call some other phone number. In this case, the caller is
tricked into believing that the callee is not available even if the callee is actually
available. Note the fake callee’s voicemail attack can be launched by the MITM
at either the caller’s or callee’s side. Therefore, the fake callee’s voicemail attack
is possible even if one communication party (caller or callee) uses a PSTN phone.

Fake callee’s voicemail at the caller’s side We use our Vonage and
AT&T SIP phones to call a PSTN phone. The left part of Fig. 4 illustrates
the corresponding message flow. After dialing the callee’s phone number, the
caller’s SIP phone sends the corresponding INVITE message to the SIP server of
its service provider. The MITM intercepts the INVITE message in step (1), and
replies with a fake 200 OK message in step (2). The caller’s SIP phone is tricked
by the fake 200 OK message and sends back an ACK message in step (3). This
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establishes the voice RTP session between the caller’s SIP phone and the MITM.
In step (4), the MITM sends the crafted RTP stream to the caller’s SIP phone
and the caller hears bogus voice greeting “xxx can not take your call, please leave
a brief message or call 1-xxx-xxx-xxx”. Then the MITM starts to record the RTP
stream from the caller’s SIP phone. Once the caller hangs up, his SIP phone
sends a BYE message to the MITM in step (5), the MITM replies with a 200 0K
message to the caller’s SIP phone in step (6), which terminates the call.

When we use the Gizmo softphone to call the PSTN phone, the Gizmo soft-
phone does not respond with an ACK message to the MITM after receiving the
200 OK message from the MITM in step (2). After further investigation, we find
that the Gizmo phone does not follow the SIP specification [3] exactly:

— The IP address and the port number of the RTP server are specified by the
Gizmo softphone in the INVITE message in step (1), rather than by the SIP
server in the 200 0K message in step (3).

— Gizmo softphone uses some proprietary protocol, running on TCP port 443,
to exchange some signaling information with Gizmo RTP server in step (G1)
and (G2). Step (G1) is necessary for establishing the SIP call, and if packets
in step (G1) are dropped by the MITM, the Gizmo softphone will not proceed
to step (3). Once the MITM allows the traffic in step (G1), the the Gizmo
softphone proceeds to establish the call with its STP server. Step (G2) is used
to terminate the SIP call.

After implementing these special handling, the MITM is able to spoof the
callee’s voicemail to calls from the Gizmo softphone.

Fake callee’s voicemail at the callee’s side In this experiment, we use a
PSTN phone to call our Vonage and AT&T SIP phones. The right part of Fig.
4 illustrates the corresponding message flow. After the caller dials the phone
number of a SIP phone from a PSTN phone, the SIP server sends an INVITE
message to the SIP phone in step (1’). The MITM intercept the INVITE message
and responds with a 200 OK message in step (2’). The SIP server thinks it is
from the SIP phone and sends an ACK message in step (3’). Now the voice RTP
session between the SIP server and the MITM is established, and the MITM
sends the RTP server crafted RTP stream in step (4’). As a result, the caller
from the PSTN phone hears the bogus voice greeting “XXX can not take your
call, please leave a brief message or call 1-xxx-xxx-xxx”. Then the MITM starts to
record the RTP stream from the RTP server. Once the caller hangs up, the SIP
server sends a BYE message to the MITM in step (5’). Finally, the MITM replies
with a 200 OK message to the SIP server in step (6’), which terminates the call.

Fake Caller’s Voicemail Attack When a caller wants to check his voicemail,
he usually dials some voicemail access number (e.g., *123 for Vonage, *** for
AT&T, 611 for Gizmo) and authenticates himself with a voicemail PIN. Again,
the MITM can intercept the call and spoof the caller’s voicemail. This not only
allows the attacker to trick the caller with bogus voicemail messages but also let
the attacker capture the caller’s voicemail PIN.
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Table 1. Differences between the Voicemail Services by Vonage, AT&T and Gizmo

|Service Provider|Voicemail Access Number| Codec for voice |Payload Type for Event|

Vonage *123 G.711 PCMU(0) 101
AT&LT S G.721(2) 100
Gizmo 611 iLBC(102) 106

We have experimented the fake caller’s voicemail attack with Vonage, AT&T
and Gizmo SIP phones. The SIP message flow is similar to the left part of Fig. 4.
The MITM first spoofs the SIP server and establishes a RTP voice session with
the voicemail caller. Then the MITM spoofs the voicemail service and interacts
with the voicemail caller. In our implementation, we record the RTP stream from
the real voicemail server and replay the recorded RTP stream to the voicemail
caller. Therefore, what the voicemail caller hears is exactly the same as that
from the real voicemail server. After the MITM prompts the voicemail caller, it
waits for responses (e.g., PIN, functional choice) from the caller and responds
accordingly.

We find that Vonage, AT&T and Gizmo use different codecs and RTP pay-
load types for their voicemail traffic. Table 1 summarizes their differences in the
codec and RTP payload type used. Specifically, the codecs for the RTP voice
are G.711 PCMU, G.721 and iLBC respectively, and the payload types for the
RTP event are 101, 100 and 106 respectively. Despite these differences in the
voicemail implementation by Vonage, AT&T and Gizmo, our MITM is able to
spoof the voicemail for all of them.

In summary, the MITM can spoof both the caller’s and the callee’s voicemail
even if one side of the voice call uses a PSTN phone. Eventually, the caller is
deceived to leave a voicemail or call another number while the callee does not
even know he has been called. Meanwhile, the MITM can read the voicemail
left by the caller and trick the voicemail caller with bogus voicemail messages.
Furthermore, the MITM could obtain the voicemail PIN entered by the caller.

4.3 Circumventing Do Not Disturb

Do Not Disturb enables VoIP users to block all incoming phone calls during a
short time, e.g., 30 minutes. When we used a PSTN phone to call a Vonage or
an AT&T VoIP phone with Do Not Disturb enabled, the call was forwarded to
the voicemail system. This indicates Do Not Disturb is effective if the call goes
through SIP servers. However, we can circumvent Do Not Disturb by calling the
Vonage or the AT&T phone directly.

Fig. 5 shows the network setup of circumventing Do Not Disturb. Note unlike
previous experiment, this experiment only requires a remote attacker. Fig. 6
depicts the message flow of circumventing Do Not Disturb attacks on the Vonage
phone and AT&T phone.

In step (1) and (1’), the remote attacker sends an INVITE message to the
SIP phone. Note to make the INVITE message accepted by the SIP phone, the
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Fig. 5. Testbed Setup of Circumventing Do Not Disturb

IP address should be spoofed as that of a real SIP server. Otherwise, the STP
phone would omit this INVITE message. In the INVITE message, the IP address
and port number for the RTP stream on the caller side are set to the remote
attacker’s IP address and 12345 respectively. Since the SIP specification does
not require to authenticate SIP messages from SIP servers, the SIP phone will
accept this INVITE message. Then in step (2-3) or (2’-3’), the SIP phone sends
back Trying,Ringing messages to the real SIP server, and begins to ring. At
this point, the called party begins to hear annoying ring tone. Consequently, Do
Not Disturd is bypassed.

Actually, the attacker can even successfully establish a SIP call with these
phones and send voice spam by exploiting some implementation flaws. After the
receiver picks up the phone, the SIP phone responds with a 200 0K message to
its real SIP server. According to the SIP specification, to establish a STP call, the

o ® (o &

Remote
Vonage Phone SIPIRTP  Attacker ATT Phone SIPIRTP

Server(s) Server(s)
e (1) INVITE -

Remote
Attacker

(1) INVITE -]

Several
Seconds
Later

(2') 100 Tryin,
—(3') 180 Ringingt

sAcK (4) 200 OK:

Fig. 6. Message Flow of Circumventing Do Not Disturb

remote attacker needs to send an ACK message to complete an INVITE/2000K/ACK
three-way handshake. Since the 200 OK message is sent to the real SIP server,
the remote attacker does not know the time when the receiver picks up the
phone. To solve this problem, The remote attacker can guess the time interval
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between the INVITE message and the 200 0K message, e.g., 5 seconds. Then 5
seconds after sending the INVITE message, the remote attacker sends an ACK
message with a spoofed source IP address to the SIP phone. In addition, to
ensure the correctness, the callee should check whether the Tag value in the To
field of the ACK message is the exactly same as that in the 200 OK message.
Since the remote attacker can not see the 200 OK sent to the SIP server, the
remote attacker can not craft an ACK SIP message with an correct Tag value.
After further investigation, we find:

— The Vonage phone does not check the Tag value, and accepts an ACK message
with a random Tag value.

— The AT&T phone does not need a complete INVITE/2000K/ACK three-way
handshake before sending RTP stream. As soon as the receiver picks up the
phone, the AT&T phone begins to send RTP stream to the remote attacker.

Consequently, the remote attacker can exploit these implementation flaws to
talk to both the Vonage and AT&T phone.

5 Discussion

We have demonstrated that a MITM or remote attacker, could successfully
launch many attacks on phone features in deployed SIP-based VoIP systems.
These attacks exploit the inherent vulnerabilities in current deployed VoIP sys-
tems.

— Only SIP authentication mechanism is employed to protect SIP messages.
Due to the weaknesses in SIP authentication, an attacker can freely craft
unprotected SIP messages (e.g., Trying, Ringing, 200 OK, ACK), and SIP
messages from a SIP server to a SIP phone. In addition, the attacker can
also modify unprotected SIP fields (e.g., SIP message body, From, To).

— Since RTP voice stream is unencrypted and unauthenticated, the attack can
easily capture voice traffic, generate bogus RTP stream and talk to VoIP
phones.

Leveraging these weaknesses in SIP and RTP, the attacker can seamless spoof
the SIP and RTP server when talking to the caller, and seamless spoof the callee
when talking to the SIP server and RTP server. Accordingly, the attacker can
readily hijack 911 calls, spoof the caller’s and the callee’s voicemail, and make
a call to the selected phone number. Note during an attack, both a VoIP phone
and the PSTN or cell phone communicating with the VoIP phone are potential
victims. In addition to the features that we have investigated in this paper, we
believe other phone features, e.g., 411, all have similar exploitable vulnerabilities.

Since our attacks target VoIP end users, intrusion defense measures deployed
on VoIP servers side are ineffective to mitigate the attacks. To defeat or minimize
these attacks, the best solution is to provide privacy, integrity and authentication
protection for SIP signaling messages and RTP voice streams. For example, SIP
over TLS and Secure Real-time Transport Protocol (SRTP) could be deployed
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to protect SIP messages and RTP voice streams. Unfortunately, we still have not
widely seen such a deployment. Considering Vonage and AT&T Callvangtage’s
VoIP phones are being utilized to replace traditional PSTN phones, and millions
of VoIP subscribers are using their VoIP phones to perform many security critical
activities, e.g, phone banking and 911 calls, the current state of VoIP security is
not optimistic.

6 Related Work

Most previous work is on the defense side. Arkko et al [11] proposed a scheme to
negotiate the security mechanism used between a SIP phone and and its next-
hop SIP entity. Baugher et al [12] proposed SRTP to protect the RTP traffic.
However, none of them are widely being used. Reynolds et al [13] proposed
multi-protocol protection against flood-based DoS attacks on VoIP networks.
Wu et al [14] described a cross protocol intrusion detection architecture for VoIP
environments. Sengar et al [15] proposed an intrusion detection system based on
interactive protocol state machines. The above intrusion detection systems or
methods are deployed on VoIP servers side, and ineffective to defend against the
attacks we proposed.

Mintz-Habib et al [16] proposed a VoIP emergence service architecture and
developed a prototype system. Zhang et al [8] [10] implemented four billing
attacks on deployed VoIP systems, and demonstrated a remote attacker can
become a MITM by exploiting some implementation flaws in a VoIP phone.
Wang et al [17] proposed voice pharming attack on VoIP systems. McGann
and Sicker [18] analyzed detection capability of several VoIP security tools:
SiVuS,PROTOCOS [19], SIP Forum Test Framework [20], and some commer-
cial products. They showed that there exists a large gap between known VoIP
security vulnerabilities and the tool’s detection capability.

7 Conclusion

In this paper, we empirically investigated the trustworthiness of phone features
in leading deployed SIP-based VoIP systems. We demonstrated that the MITM
could transparently hijack E911 calls and spoof the PSAP. In addition, it can
spoof voicemail and use it for many potential voicemail related frauds. Finally, a
remote attacker can circumvent Do Not Disturb and make annoying phone calls.

We hope our work can raise the awareness of millions of VoIP subscribers
that VoIP phone features are not trustworthy and reliable. Before VoIP service
providers employ SIP over SSL and SRTP to protect SIP signaling messages and
RTP voice streams, a VoIP subscriber must keep an eye on the risk incurred by
cheap VoIP services.
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